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REGULATORY INFORMATION
FEDERAL COMMUNICATION COMMISSION NOTICE

FCC Identifier: QO4-AVIFX150BDE

USE CONDITIONS:

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two Conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that
may cause undesired operation.

NOTE:

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installa-
tion. This equipment generates uses and can radiate radio frequency energy and,
if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that inter-
ference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encour-
aged to try to correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

IMPORTANT NOTE: EXPOSURE TO RADIO FREQUENCY RADIATION

This Device complies with FCC & IC radiation exposure limits set forth for an un-
controlled environment. The Antenna used for this transmitter must be installed to
provide a separation distance of at least 100cm from all persons and must not be
co-located or operating in conjunction with any other antenna or transmitter.

FCC CAUTION:

Any Changes or modifications not expressly approved by the manufacturer could
void the user's authority, which is granted by FCC, to operate this satellite Fleet-
Broadband System FB 150.




INDUSTRY CANADA STATEMENT:

IC: 5023B-AVIFX150BDE

This device complies with Radio standard specification RSS -170 of Industry Can-
ada Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that
may cause undesired operation.

IMPORTANT NOTE: Radiation Exposure Statement

This equipment complies with IC radiation exposure limits set forth for an uncon-
trolled environment. This antenna used for this transmitter must be installed to
provide a separation distance of at least 100cm from all persons and must not be
co-located or operating in conjunction with any other antenna or transmitter.

EC Declaration of Conformity:

Intellian Technologies, Inc., 348-5 Chungho-ri, Jinwi-myeon, Pyeongtaek-Si,
Gyeonggi-do, Korea 451- 862 declares

under our sole responsibility that the accessory Product, brand name as Intellian
and models:

FB 150 FleetBroadband satellite communication system, to which this declara-
tion relates, is in conformity with the following standards and/or other normative
documents:

RoHS2 Directive 2011/65/EU

ETSI EN 301 444, ETSI EN 301 489-1, -19 & -20, IEC 60945 / EN 60945,

IEC 60950-1 AND EN 60950-1, ITU-R M.1480

We hereby declare that all essential radio test suite have been carried out and
that the above named product is in conformity to all the essential requirements of
Directive 1999/5/EC.

The Conformity Assessment procedure referred to Article 10 and detailed in An-
nex [Ill] or [IV] of Directive 1999/5/EC has been followed with involvement of the

following notified body (ies):

TIMCO ENGINEERING Inc., P.O BOX 370, NEWBERRY, FLORIDA 32669. Iden-
tification mark: 1177 (Notified Body nhumber)
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1. INTRODUCTION

The FB150 FleetBroadband Terminal is a dedicated compact solution specifically
designed to meet the FleetBroadband ( FBB ) services for the maritime environ-
ment providing seamless ocean coverage from 76° North to 76° South. FBB is the
marine version of the highly successful BGAN (Broadband Global Area Network)
from Inmarsat.

Through a maritime BGAN antenna, it provides constant, simultaneous access to
voice and high-speed data in a compact solution. Allowing you to run online oper-
ation systems, and still having access to email, intranet and voice calls - achieving
greater operational efficiencies and significantly reducing the cost of both busi-
ness and crew communications.

IntellianEE
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[ Note: Radome dimension can be vary by different matching dome option. }

1.1 Range of Service

e Email and webmail

e  Secure communications

e Intranet and internet access

e SMS and instant messaging Videoconferencing and streaming
Phoneand fax services

e Large file transfers




1.2 Features

The FB150 offers the following features

Service FB150

Coverage Voice, fax and data are available globally except for the extreme polar regions

4kbps AMBE + 2

el 3.1KHz Audio (above 20° elevation)
Fax Group 3 fax via 3.1 KHz Audio (above 20° elevation)
SMS Standard 3G. (up to 160 chz.aracters) per SMS.
Maximum of 4 chained SMS.
Data Standard IP : Up to 150 Kbps

The UE has built-in Web Console, allowing you to manage your phone book, mes-
sages and calls, and customize the terminal to your specific needs.

1.3 Interfaces
The FB 150 UE has the following connecting interfaces:

e +12V / 24V DC Power Input Connector

e Antenna Connector (ADU : N-Type, BDU : TNC-Type)
e SIM Card Slot for FBB SIM card

e Dedicated Primary Handset port

e |/O Port

e  GPS Output Port

The number of RJ45 Ethernet ports and RJ11 ports for the BDUs of the FB 150 is
illustrated below:

RJ45 Ethernet Ports for PC and router 2 LAN Ports (PoE)

RJ11 Phone Yes

RJ11 Fax Yes
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2. OVERVIEW OF THE FLEETBROADBAND SYSTEM

BGAN Services

The Broadband Global Area Network (BGAN) is a global Satellite Internet Network
using portable terminals. The terminals are usually connected to a laptop comput-
er to access broadband Internet in remote locations, where a line-of-sight to the
satellite exists. The user can make phone calls, access the Internet, check e-mail,
download files, or perform any other Internet activity using the terminals. The
network is provided by Inmarsat and uses three geostationary satellites called I-4
to provide almost global coverage.

The map below shows the three |-4 satellite coverage regions.

T T T T T T T T T T T T T
180" 160° 140° 120° 100 80° 60" 400 20 0 0° 400 60° 80" 100° 120° 140° 160°

-4 Americas W7 -4 EMEA W -4 Asia-Pacifc

This map depicts Inmarsat’s expectations of coverage, but does not represent a guarantee of service.
The availability of service at the edge of coverage areas fluctuates depending on various conditions.

Note: The above map depicts Inmarsat’s expectations of coverage, but does not
represent a guarantee of service. The availability of service at the edge of coverage
areas fluctuates depending on various conditions.




3. MAIN UNITS

The FB 150 FleetBroadband system include the following main units:

e FB 150 FleetBroadband BDU
e FB 150 FleetBroadband ADU
e Primary Handset

3.1 Above Deck Unit (ADU), the antenna unit

The FB series ADU is Maritime FleetBroadband 3-axis controlled antenna. The
antenna is self-tracking based on patented beam squint technology. The simple
and robust electromechanical system, with one motor per free axis, provides full
coverage in azimuth and elevation. Tracking is accomplished by measuring signals
being continuously broadcast from the satellite.

The radome covers the antenna equipments, which is composed of:

e Antenna Unit (N-Type)
e RF and GPS circuit

¢ Rotary joint

e Antenna pedestal

The antenna unit includes LNA (low noise amplifier), HPA (high power amplifier)
and tracking receiver circuitry to ensure communication even in adverse circum-
stances.

All signals (and DC power) shall pass through a single coaxial antenna cable,
which connects the ADU to the BDU.
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3.2 Below Deck Unit (BDU)

The BDU has been developed for maximum flexibility and is the controlling unit for
the FBB UE. It features a reliable industry standard interfacing field and enables
users to have optimal connectivity no matter what the conditions or your position
at sea.

The BDU has a built-in Web Console, which can be accessed from a computer
connected to the BDU, using an Internet browser. The Web Console provides easy
configuration of the BDU, firmware upgrade and daily use. For more information,
see Chapter 8, using the Web Console.

The BDU is supplied by a +12V or +24V DC power supply, and it supplies power
to the ADU via a single RF/coaxial antenna cable.




Status LEDs

There are 3 Status LEDs to indicate the operational status of the BDU at one
glance.
Each LED is assigned to the following function:

e BDU Terminal Status

e ADU Status
e Registered to Network Status

SIM Card Slot

The BDU has a SIM (Subscriber Identity Module) card slot located at the connec-
tor panel behind a small cover plate. The UE requires a dedicated FBB SIM card
to access the FBB network and configure the settings of the UE.

11
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Front panel

The following diagram shows the front panel of the BDU.

. Resettable Circuit Breaker
. Grounding Stud

. Power Switch

. DC Power Connector

. Antenna (TNC-Type) Connector
. SIM Card Slot

. PoE Ports (RJ45)

. Fax Port (RJ11)

9. Phone Port (RJ11)

10. GPS Output Port

11. Primary Handset Port
12. GPIO Port

0 N Ok~ WD =




3.3 Primary Handset

FleetBroadband
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Contacts Menu

The wired Primary Handset has a colour LCD and keypad for making and receiv-
ing voice calls and sending SMS using an interface similar with a mobile phone.
It can serve as a remote access for user to access various BDU functions. The

Primary Handset connector is plugged into the BDU primary handset port and it is
powered directly from the BDU.

13
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4. INSTALLATION
4.1. USER EQUIPMENT LISTS

FB150 Complete Standard Package
Description
e FB150 Terminal

FB150 Standard Accessories

Description

e FB150 FleetBroadband Primary Handset
e Ethernet Cable (1.5m)

e Telephone Cord (1.8m)

e Handset Wall Mount Cradle

e Power Cable (1.8m)

e GPIO Cable 8-pin (1m)

e | MR240 Antenna Coaxial Cable (15m)

FB150 Installation Kit
Description

e Hex. Bolt x 7 (M6 x 35L)
e Hex. Bolt x 7 (M6 x 50L)
e Spring Washer x 7 (M6)
e Flat Washer x 7 (M6))

Note: Installation Kit components could be changed depending on matching
dome option.

E.g. FB150 with Intellian i4 radome
e Hex. Bolt x 5 (M8x35L)

e Spring Washer x 5 (M8)

e Flat Washer x 5 (M8)

Attenuation Recommended

Coaxial Cable Type Attenuation (dB/m)

(dB/100m) Cable Length (m)
LMR 240 33.6 0.336 25m
LMR 400 17.5 0.175 50m

LMR 600 11.3 0.113 85m




4.1 Installation of ADU

Planning the Installation

Install the antenna in accordance with the following procedures to ensure maxi-
mum performance of the antenna. The antenna should

be installed in a place where it has an all-around clear view of the horizon. Please
be sure there are no obstacles within 15 degrees above the antenna. Any obsta-
cles can prevent the antenna from tracking the satellite signal (Refer to the draw-
ing on the right).

Do not install the antenna near by the radar especially on the same plane as their
energy levels may overload the antenna front-end circuits. It is recommended to
position the antenna at least 4 feet (1.2m) above or below the level of the radar
and minimum of 15 feet (6m) away from the high power short wave radars.

The mounting platform should be rigid enough and not subjected to excessive
vibration. The movement of the antenna can be minimized

by installing at the center of the vessel. For optimal performance of the antenna, it
is not recommended to install at any corner of the vessel, where the movement of
the vessel is the greatest. Install the bottom

of the antenna parallel to the surface of the sea and fix tightly to the structure of
the vessel. When setting the antenna down, be careful not to damage the RF con-
nector. Striking the connectors on the bottom directly will damage the connector.

Caution: Antenna MUST be mounted on a mast and NEVER mounted flat on a deck as
water may enter the antenna through drain holes.

.
£

LAY L) -U
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Installation and Mounting of Antenna

The method of installation and mounting of antenna may vary due to vessel de-
sign but the following procedures are applicable in most situations, and will result
in a secure and effective installation.

Confirmation of Size Prior to Installation

e Check the height and diameter of the bottom surface of the antenna before
installing.

e The space must be sufficient for installing the antenna unit considering the
height and diameter of the antenna.

¢ The height and the diameter of the bottom surface of the antenna are

as shown in the following drawing. If possible, install the antenna using a power

tower.
A
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FB150 Standard with Intellian i2 matching dome
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@43cm (16.97) @50 cm (19.7”)

Radome Dimension of FB150 with Radome Dimension of FB150 with
Intellian i3 matching dome Intellian i4 matching dome




Mark of the Antenna Mounting Position

Referring to the mounting template, mark where antenna will be mounted on
board (it must be a flat surface) or on a separate power tower

Note: If a power tower is not suitable to mount the antenna, separate cable shock and
waterproofing measures must be taken to protect the RF connector from being exposed
to the sea water and external shocks. An exposed cable may cause electric shock and
cause serious damage to the equipment.

2120
(Contact Area of
Mounting Plate)

6-M6 Bolt
B.C.D @71, 60E.S

144.25

Mounting Position of FB150

Mounting Position of FB150 Standard with Intellian i2 Matching Dome

Mounting Position of FB150

Mounting Position of FB150
with Intellian i3 Matching Dome

with Intellian i4 Matching Dome

17
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Connection of the Cable
Remove the rubber cap from RF connector. Connect the RF cable to the RF
connector under the base plate through the access hole. Be careful not to over

tighten, as you may damage the connector.

FB150 Cable Connection for Intellian FB150 Cable Connection for
i2 Matching Dome Intellian i4 Matching Dome

Note: Do not tighten excessively when using the wrench, this will damage the threads.
Be careful that the connectors do not touch the mounting surface of the antenna, this
might cause a critical malfunction and serious damage to the equipment.




Mounting the Antenna

Fix the antenna to the holes made before as shown in the drawing below by using
the hex head bolts (M6 X 35L), M6 spring washer, M6 flat washer and M6 Nut
supplied. Using a 14 Nm torque wrench to tighten head bolts is recommended. A
10mm Wrench is recommended to hold bolt threads while tightening them with a

torque wrench.

M <—— Torque Wrench
(Torque Value: 14 Nm)

H M6 Hex. Bolt
+ M6 Flat Washer
L
) <—— Radome Base
1
— Deck

N

M6 Flat Washer
M6 Spring Washer

Br---b--

M6 Hex. Nut

) «<—— 10mm Wrench to hold a bolt

Note: For FB150 with Intelian i4 system, use the hex head bolts (M8x35L), M8 Spring
washers and M8 flat washers supplied. In this case, using a 29 Nm torque wrench to tighten
head bolts is recommended. A 13mm Wrench is recommended to hold bolt threads while
tightening them with a torque wrench.

19
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4.2 Installation of BDU

The BDU box is unpacked and the following items should be checked whether
they are present:

e BDU

1 meter Wired Primary Handset with cradle

¢ 1.5 meters Ethernet Cable

1.8 meters Telephone Cord

1.8 meters DC Power Cable

1 meter GPIO (General Purpose Input / Output) cable

The following important notes are to be followed for the selection of a location
before installing the BDU:

e The unit is not water proof and it has to be kept away from water splash.
¢ The ambient temperature and humidity in the selected location must
the requirements given in the unit’s specification.

Ambient Temperature -25°C to +55°C

Relative Humidity Up to 95% at +40°C

¢ The unit shall be kept away from direct sunlight.

e The unit shall be placed away from any high-vibrated and shock areas
(for example, motor engine and generator) as far as possible.

e The unit shall be kept away from any equipment.

¢ The unit has to follow the recommended compass safe distance of 1m
to prevent interference to a magnetic compass.

e For maintenance and checking, the unit’s location has sufficient space
at its sides and rear.

The BDU can be installed on a desktop, bulkhead, top ceiling or under captain’s
console.

The procedure of the installing the BDU is simple as follow:
¢ Place the BDU on the desired installation area.
¢ Look for the holes of the BDU’s mounting brackets.

20
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¢ Fix the holes of mounting brackets with four M4x12mm self-tapping or
machined screws so that the BDU is being secured.

21



FB150 User Manual

4.3 Installation of Primary Handset

The primary handset is provided with cradle. It can be mounted on a desktop,

bulkhead, top ceiling or under captain’s console as similar as the BDU.

The primary handset is to be separated from its cradle so that the cradle can be

fixed with the M5 x 12mm self-tapping screws.

The procedure of the installing the cradle is simple as follow:

1. Separate the handset from the cradle and remove the plastic cover of the
cradle.

. Position the the cradle on the mounting areas.

. Fix the cradle with M5 x 12mm self-tapping screws, which are supplied.

. Reattach the plastic cover onto the cradle.

. Secure the handset onto the cradle.

a B~ WN

Plastic Cover
M5 x 12mm Screw

Cradle

Handset (| |
Wl (e

¢

~
Ll
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5. CONNECTIONS

Below is the interconnection diagram of FB UE with the cables.

¥
imprrarEat

I

e

Primary
Handset

vessel’s hull

o

12V/24V DC 1.8m DC Power Cable

Vessel’s power
distributor

1m Handset Cable
1.8m Telephone Cable

G3 Fax

1.5m Ethernet LAN (Category 5)Cable Machine
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5.1 BDU’s Outputs Connection
The additional information of the output ports of GPS and GPIO.

GPS Output RJ11 (Offset) Connector
The BDU has a The Transceiver Unit has a GPS output RJ11 (Offset) connector for
outputting the GPS data in NMEAQ0183 format.

¥
iy arsal

I

Navigation

Equipment
GPS OUT
GPS Output Pinout RS232 Pinout
Pin No. Signal Pin No. Signal
Pin 5 X Pin 2 RX
Pin 2 RX Pin 3 X

Pin 3 GND Pin 5 GND

24



GPIO Output

The BDU has a dedicated circular connector to provide GPIO (General Purpose
Input/Output) interface to the external devices.

=y
Jrvrriarsat

- W

GPIO Output
GPIO Port Pin Signal Name Dsecription of Signal Color Code
GPIO-1 RES_1 Reserve line 1 Black
GPIO-2 GND Ground line Brown
GPIO-3 LED_ENABLE To enable LED ON Red
GPIO-4 REM_ON_OFF Remote ON / OFF Orange
GPIO-5 BUZZER Buzzer Yellow
GPIO-6 GND Ground line Green
GPIO-7 TX_OFF To turn off Transmitter off Blue
GPIO-8 +5V_DC +5V DC Output with up to 100mA Purple

All wires for the GPIO connector shall use AWG 24 unscreened wire type.

Grounding Stud

The BDU has a grounding stud with a locking screw for the earth cable (with its
colors of green and yellow) with its UE lug. It is recommended to include spring
washers to secure the UE lug to the grounding stud.

25
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6. GETTING STARTED

6.1 System Configuration

Above Deck Unit
(To be installed in an exposed area)

Below Deck Unit
(To be installed in an protected area)

+12V/ 24V DC Primary Handset

AG/DG Power ! H :
SupplyUnit  [~7777777777 1 Non-SOLAS !
1 (CS Safety)Voice '
| Distress Console !
i 1
T .
1
Navigation __SPSO/PNMEACTSY A N S :
Equipment H Router 1
R .
1
L T,
! A i 1
External Devices /0 Interface | BGAN Multi-Voice
----------------------------- System '

(External alarm)

Solid line refers to the basic configuration.

26



6.2 Preparation for Operation

Install the SIM card.

The system requires a SIM card to access the Inmarsat’s FleetBroadband network
and configure the settings of the BDU. Please refer to your Airtime Service

Provider for more information.

1. Tilt up the SIM card slot rubber cover.

Note: Make sure the BDU is switched off
before inserting or removing the SIM card.

2. Position the SIM card with its gold- con-
tacts facing down. (There is a symbol of
SIM Card with its arrow on the front panel
to ensure the correct orientation of the SIM
Card when it is being inserted. )

3. Push the SIM card gently until it clicks

and is locked in place.

4. Tilt down the SIM card cover to its
original position.

ANTENNA

n = D

7
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Connecting Primary Handset
The Primary Handset is powered from the BDU through the Primary Handset Port.

1. Plug in the Primary Handset connector
into the Handset port on the BDU front
panel. Make sure the key of the handset
is aligned to the red mark of the handset
port.

28



Powering Up the System

1. Use the ON/OFF switch on the BDU’s
front panel.

2. Wait for all LED indicators to turn green
to indicate the system iscompletely power
up. Refer the table below for meaning of
the status indicators.

LED Name Status Meaning
Steady Amber BDU is powering up.
Steady Green BDU has powered up succesfully.
TERMINAL
Steady Red BDU detects failure.
Blinking Amber Switching OFF BDU.
Steady Amber ADU is powering up.
Steady Red ADU is not OK/Error
ANTENNA Blinking Amber ADU is calibrating
Blinking Green System performs satellite search
Steady Green ADU has locked on to the satellite.
Steady Amber Attempting network registration
Steady Red Network failure/Error
REGISTERED Blinking Amber Ready for voice only

Blinking Green

Ready for packet data only.

Steady Green

Ready for all. (Voice and Data)
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Entering your SIM PIN
When you acquire the SIM card from the Airtime Service Provider, a PIN (Personal
Identification Number: 4 to 8 digits) is provided together with it.

Note: You will need to enter the PIN at start-up if the FBB BDU has been
powered down.

Follow these steps to enter the SIM PIN:

Using the keypad on the Primary Handset, enter the SIM PIN. Press  to confirm
the SIM PIN.

Note: You are required to use the PUK code to unlock the SIM card and to
reset your PIN code if more than three (3) incorrect attempts were used to enter
the PIN code.

30



7. USING THE PRIMARY HANDSET

7.1 The Primary Handset

The Primary Handset is connected to the FBB UE using the dedicated HANDSET
port and is powered directly from the BDU. Equipped with a large 2’, 65K CSTN,
220 Liquid Crystal Display (LCD), Primary Handset not only acts as a standard
phone that allows you to make/ receive voice calls, it also serves as a remote
access UE (User Equipment) for you to access various configurations supported
by the BDU.

Primary Handset offers the following features:

e Making standard CS voice calls
e Making standard/streaming PS background data connections
* Messaging (SMS)
e User contacts (combined SIM and BDU storage)
e Speed dial
e Calllogs
e Managing BDU security settings
e Accessing BDU settings that includes:
o Ethernet
o Ciphering control
o Satellite selection
o Supplementary services o Transceiver restart
o Limited factory reset
e Displaying various BDU status and information
¢ |ocal handset configurations

FleetBroadband
g
sseses

& x4y

e & X

h & %

Contacts Men
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7.2 Powering Up the Primary Handset

The Primary Handset is automatically powered up once it is connected to the
dedicated HANDSET port.

Depending on the conditions of the BDU, the Primary Handset may start in the
following modes:

Full functioning mode

In full functioning mode, there is no PIN authentication required to start using the
FBB system. All BDU settings including contacts, messages and call logs are
loaded into local memory of the Primary Handset once the BDU is configured.
You will be able to access all the menus and making voice or data calls once the
Primary Handset is ready.

PIN mode
User is required to enter the correct PIN/password before proceeding to Full func-
tioning mode, Refer

to Security settings menu for more information on the types of security PIN in the
BDU.

To enter the PIN:
1. Key in the PIN of the security key using the alpha-numeric keypad.
2. Press  key to confirm.
To cancel PIN entering:
1. Press the Right  selection key.
2. Confirm to start in Emergency only mode by pressing the  key.

Emergency only mode

PIN authentication is bypassed (i.e. when you have forgotten the required PIN).
You can only make emergency calls or access local Phone manager menu in this
mode.

32



7.3 Primary Handset

FleetBroadband

©

NN P
NOE

=)

. Earpiece

. Display

. Ear-set Jack

. OK Key

. 4-Way Navigation Keys
. Select Left Key

. Select Right Key

. Call/Send key

9. End key

10. Keypad (Alpha-numeric)
11. Mode Key

12. Clear Key

13. Microphone

14. Service Port

15. Ringer*
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*The ringer is located at the back of the Primary Handset.
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Keypad - Description and Functions

Keys

Description / Functions

4-way navigation ring*

Press the 4-way navigation ring to scroll left, right, up, and down on the
display. Enables scrolling through names, phone numbers, menus or
settings.

OK

OK key*
Pressing this key selects/confirms the function highlighted on the
display.

Left selection key*
The function of this key depends on the guiding text shown on the
display above the key.

Right selection key*
The function of this key depends on the guiding text shown on the
display above the key.

S

Call/Answer key*

After entering a phone number: Initiates a call to the number. From Main
Display screen: Opens a list of dialed calls

When Ringing: Answers the incoming call.

%

Call/Menu End key*
Press this key to end active calls or exits from any menus or sub
menus.

1 ' 2abc ' 3 def
4 ghl’ I 5 ikl l 6 mno
s l 8w ' Qwxyz

o caaas o
*+|0u'#.¢

Keypad*

Used to enter numbers and characters. Press 0 to add a space when
writing text.

The functions available depend on whether you are typing a phone
number (hnumber mode) or text (text mode).

Star key*

When entering a phone number, press this key to insert a *. Press and
hold this key to insert a +.When writing text, press this key to access a
list of special symbols.

#4

Hash key*

When entering a phone number, press this key to insert a #.

To quickly change the text input method when writing text, press this
key repeatedly and check the indicator at the top of the display.

In standby mode, press and hold this key to set the Primary Handset
into silent mode.

MODE

Mode key*

Unplug the handset from BDU, press and hold this key when handset
unplugged and plug in the Handset. Handset power up in Firmware
Upgrade Mode.

Clear Key*
Press key once to clear one character at a time or press and hold this
key to clear the whole text entry.

34



The Main Display Screen

o1
M EBRAXNEE

*s,apac il 15

Silent =0

FB 150

Contacts Menu o

1. BDU Status Indicator line
The indicator line shows status symbol informing you about the
operating conditions of the BDU.

2. Satellite
The indicator line shows status symbol informing you about the satellite
service.

3. Handset Status Indicator line
The indicator line shows status symbols informing you about the
operating conditions of the Primary Handset.

4. Selection Key line
The Selection key line operates using the Left or Right selection
keys* with the OK Key* to access menus and controls.
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Primary Handset Status Indicators

Table below explains the meaning of each status indicator displayed
in the Main Display screen.

Status Indicator Description

New short message (SMS) in inbox.

Available CS domain services.

@ & X

Available PS domain services.

Data connection is inactive. (Available in Manage profiles sub menu only)

Data connection is active.

Ciphering is enabled.

Radio silent is enabled.

S Y

Primary Handset keypad lock is active.

Primary Handset connected to BDU.

E x Primary Handset disconnected from BDU.

‘ ’APAc The terminal has locked on to Inmarsat satellite “I-4 Asia Pacific”.

‘ ’EMEA The terminal has locked on to Inmarsat satellite “I-4 EMEA”.

‘ ’AM ER The terminal has locked on to Inmarsat satellite “I-4 Americas”.

NSI |€ﬂt Primary Handset in silent mode.

Telephony CS port is engaged.

. ' ' ' | Signal strength.
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Primary Handset Operations

Making a Voice Call
Before making a voice call, please make sure that:
- The Primary Handset is connected to the BDU.

(¥]" Status indicator should be on.)
- The Primary Handset is NOT radio silent. ( 2 Status indicator should be off.)
- The BDU has successfully registered with the network and ready for CS do-
main (voice) services. ( @\ Status indicator should be on.)

You can use the following two options for making a call:
e Manual Dial:
1. Using the alphanumeric keypad, dial 00 <country code>
<phone number>.
2. Press Call/Answer key*.

S

e Using Contacts or Call Log list from the Primary Handset:

- Enter the Contacts list of the Primary Handset; scroll to the desired
number and press Call/Answer key*, or

- Enter the Log list of the Primary Handset; scroll to the desired number
and press Call/Answer key*.

Note: For voice calls and SMS, you may also use ‘+’ by pressing and holding the * , key
instead of “00” at the beginning of dialled number string as an alternative ( + <country
code> <phone number>).

To End a Call
1. Press Call/Menu End key*

%

Receiving a call
When there is an incoming call, the Primary Handset will,
¢ Ring.
¢ The calling party’s number will be displayed on the screen.
If the number is stored in the contacts, the corresponding name of
contact will be displayed.

To answer an incoming call, press the Call/Answer key*
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Adjusting volume during a call
Use the 4-way navigation ring 4-way navigation ring* to adjust the volume.

Press ‘up’ key to increase the volume.

OK

Press ‘down’ key to decrease the volume.
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Using the Menus

You can access the Menu System by pressing the Right selection key* in the
Main Display screen.

The main menu of the Primary Handset includes nine (9) menu options with each
menu option having their respective sub-menus.

You can use the 4-way navigation 4-way navigation ring* to navigate to the
desired menu option and press OK Key* to confirm your selection. You can also
end the menu or sub menus and return to the Main Display screen at any time by
pressing the Call/Menu End Key*.

Table below summarizes the functionalities within each menu option:

Status Indicator Description

Contacts
This menu manages your user contacts.

Log
This menu allows you to view call histories.

Telephony
This menu configures settings related to CS voice telephony
services.

e =la>

Data
This menu configures settings or connections related to PS data
services.

AN
&

)

Messaging
This is menu is for SMS related services.

4

Settings
This menu configures general BDU settings.

Transceiver
This menu displays general BDU information.

3 R

Security settings
This menu configures security settings related to the BDU.

Phone manager
This menu configures local handset settings.
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Contacts Menu

The Contacts menu allows you to store, retrieve and update
names and phone numbers of your contacts in the Primary
Handset memory and in the SIM card memory. You can also
access this menu by pressing Left selection key* in Main
Display screen. This menu lists all the contacts saved in both
the BDU and SIM card memory where.

o & My contact1
e K FMy contact2

© Indicates contacts that are saved in BDU and
@ Indicates contacts that are saved in SIM card.

The following options are available when pressing the Left selection key* while
browsing through the contacts:

e New contact
Add new contact to the memory. To add contact:
1. Select New contact.
2. Select where you want to store the contact (BDU or SIM).
3. Enter the name for the contact.
Note: Press Star key* to browse for symbols.

4. Enter the number for the contact.
Note: Stored number can be in any one of the following formats:
¢ ‘+’ <country code> <phone number>
¢ 00 <country code> <phone number>
Press Star key* to insert ‘+’ sign.
Saving of contact without number is not allowed.

5. Select Save (Left selection key*) or pressing the OK key* to save
the contact to the selected memory.

40



Note: Refer to “Tips for writing the text” section under New message for more
information on text writing.

e Search : Select this to enter a specific name to search within the
contact list.
¢ Delete : Delete selected contact.

( Note: You can also delete the selected contact by pressing the Clear key*. )

e Copy : Select this to copy the selected contact from SIM card
memory to BDU memory or vice versa.

¢ View number : Display the number of the selected contact.

e Assign Speed Dial : Add the selected contact to the speed dial list.

¢ Reload Contacts : Select this to reload contacts from the BDU/SIM
card into the local memory of the Primary Handset.

e Memory Status : Select this to view the memory status of the
contacts.

While browsing through the contact list, press the OK key* to view the phone
name and number or the selected contact. The following options are available
when pressing the Left selection key* while viewing the selected contact:

e (Call : Make a voice call to this contact.

¢ Send message : Open a SMS editor to send a text message to this
contact.

e Edit contact : Edit information of this contact.

¢ Delete : Delete this contact.

e Copy : Select this to copy this contact from SIM card memory to BDU
memory or vice versa.

¢ Forward contact : Forward information of this contact using SMS.

e Assign Speed Dial : Add this contact to the speed dial list.

Note: You can also make a voice call to the selected contact when browsing through or
viewing the contacts by pressing the Call/Answer key*.
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Log Menu

The Log menu allows you to view historical information
! Missed calls about phone calls and data usage in chronological order
: Received calls with the following sub menus:

% Dialled calls
5 Clear call lists

@ call/Data Usage

© Missed calls
©® Received calls
© Dialled calls

Call history of the particular category is displayed in chronological order when
selected. Up to 5 latest entries of each category can be saved.

The following options are available when pressing the Left selection key* while
browsing through or viewing the call log:

¢ Delete
Delete the selected log entry from the list.
Note: You can also delete the entry by pressing the Clear key*.
e Call
Call the number in the selected log entry.
e Send
Send an SMS to the number in the selected log entry.
e Save
Save the number from the selected log entry to the contact list.

Note: This option is not available when the log entry already has an entry in the
contact list.

Note: You can also make a voice call to the number of the selected log entry when
browsing through or viewing the call log by pressing the Call/Answer key*.

Clear call lists
Select this to clear the call log entries. Available log options are:
Missed calls
¢ Received calls
¢ Dialled calls
e All calls
Delete all logs including Missed, Received and Dialled logs.

Call/Data usage

Display the accumulated call and data duration. Press Left selection key* to clear

the call or data duration.
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Telephony Menu

Telephony The Telephony menu allows you to configure telephony related
2Pt Settirgs settings with the following sub menus:

% Speed Dial

Port Settings

Primary Handset
Contain options for incoming and outgoing call types.
Select this to configure the call type settings. The following options
are available when pressing the Left selection key* while browsing
through the list:

- Standard

- NONE

Phone Port
Contain options for incoming and outgoing call types.
Select this to configure the call type settings. The following options are
available when pressing the Left selection key* while browsing
through the list:
- Standard
- High quality [ Note: only applicable if fax is purchased ]
- BOTH (only for incoming) [Note: only applicable if purchase fax]
- NONE

Fax (OPT) Port
Contain options for incoming and outgoing call types.
Select this to configure the Fax type settings.
The following options are available when pressing the Left selection
key* while browsing through the list:
- High quality [Note: only applicable if purchase fax]
- NONE
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Speed dial

e Setting
Contain options to enable/disable the speed dial feature
e Speed Dial List
Select this to configure the speed dial list. The following options are
available when pressing the
Left selection key* while browsing through the list:
e Assign
Assign a contact to the selected entry. To assign a contact:
1. Select Speed Dial List.
2. Browse through the list to locate an empty entry.
3. Select Options by pressing Left selection key*.
4. Select Assign and press OK key* from the option.
5. Select the desired contact to assign to the speed dial list.
6. Press OK key* to confirm your selection.
e Delete
Remove contact from the selected entry. This option is not available for
empty entry.

Note: You can also delete the entry by pressing the Clear key*.

e Call
Make call using the number from the selected entry.
This option is not available for empty entry.

Note: You can also make a voice call to the number of the selected entry by pressing
the Call/Answer key*.

You can make a voice call directly from the Main Display screen by pressing the
corresponding speed dial entry number + Call/Answer key* once the speed dial
feature is enabled with a valid contact entry.
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Data Menu

Data The Data menu provides the following sub menus to manage
and configure data connections (PDP profiles) for the BDU:

A Manage Profiles

@ status

Manage profiles
Allow you to manage the Primary and Secondary PDP profiles.

e Primary profiles
One Standard Primary PDP profile has been created in the Primary
profile list as a default profile. The profiles listed in the list are:
- Standard
- 32k Streaming
- 64k Streaming
-128k Streaming

You can press the Left selection key* for options available when browsing
through the profile list. The list of options is:

o Edit
Edit the selected profile.
o Delete
Delete the selected profile.
o Add
Add new profile into the list.
0 Reset table
Reset profile list. All profiles will be deleted and a default profile is created.
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Adding / Editing profiles
You can press the Left selection key* or OK key* from the option list to add new
or edit existing profile settings.

Profile name

Specify the name of the profile.

Connection type

Both Standard and Streaming connection types are supported.

APN

Specify information of the APN (Access Point Name). Further available
settings are:

APN: Specify the Access Point Name for the connection. Default APN
is according to SIM card. Enter your own APN if you do not want to
use the default APN from the SIM card.

Username: Specify the user name for Static IP configuration.
Default is blank for Dynamic IP configuration.

Password: Specify the password for Static IP configuration. Default is
blank for Dynamic IP configuration.

You can press the Left selection key* for the following options:
o Edit
Edit the selected APN setting
o Fetch from SIM
Fetch the APN from the SIM card. This option is only available
when APN is highlighted.

¢ [P configuration
Contain options for Static or Dynamic IP. Default is Dynamic
IP configuration.
¢ |P address
Specify the IP address for Static IP configuration.
This field is ignored for Dynamic IP configuration. Default is blank
for Dynamic IP configuration.

e Header comp.

Contain options to enable or disable header compression.
Default is Enabled.
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Note: For 32k, 64k and 128k Streaming profiles, there are three additional options when
selecting editing their settings. The additional options are:

e Desired rate
Choose the desired rate for the different profiles. Note that the default
setting for each profile is the profile chosen. For example, for 32k
Streaming, the default rate is 32k.
e  Minimum rate
Choose the minimum rate for the different profiles. Note that the de
fault setting for each profile is the profile chosen. For example, for 32k
Streaming, the default rate is 32k.
e Error correction
Contain options to enable or disable error correction.
Default is disabled.
e Secondary Profiles
The profiles listed in the list are:
- FTP
- Quick Link
- Quick Time Media
- Real Media
- Stream Box
- Win Media

Adding/Editing profiles

You can press the Left selection key* or OK key* from the option list to add new
or edit existing profile settings.

e Profile name
Specify the name of the profile.
e TFT
Choose desire type of connection.
e Desired rate
Choose the desired rate for the profile. Default settings for all
secondary profiles are set as 32K.
e  Minimum rate
Choose the minimum rate for the profile. Default settings for all
secondary profiles are set as 32K.
e Error correction
Contain options to enable or disable error correction.
Default is Disabled.
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Note: You will be prompted to save the changed settings before exiting the sub menu.
Press Left selection key* or OK key* to save the changes.

Icon @\ in the profile list indicates that the profile is not active and icon @\
indicates that the profile is currently active in use.

Status
Allow you to check the status of the data connection. You can also activate /
de-active a specific profile in the status display list.

Note: You will not be able to enter this sub menu if the BDU has not been registered for
PS data service.

The status list shows you the current active data connection. Depending on
whether there is an active connection, you can press the Left selection key* for
the following options:

e Activate Primary
This option is available when there is no active data connection.
Select this to choose from the profile list for activation.

e Deactivate
This option allows you to deactivate an active data connection.

To active a primary data connection when there is no active connection:

1. From the data status list, select Options using the Left selection key*.
2. Select Activate primary using Left selection key* or OK key*.
3. Select from a list of configured primary profile for activation.
Press Left selection key or OK key* to confirm.
4. You are prompted to confirm activation. Confirm activation by
selecting yes using the Left selection key or OK key*.

( Note: It may take a while to active a data connection. ]
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To de-activate a primary data connection when there is an active connection:

1. From the data status list, select Options using the Left selection key*.

2. Select Deactivate using Left selection key* or OK key*.

3. You are prompted to confirm de-activation. Confirm de-activation by
selecting Yes using the Left selection key* or OK key*.

Messaging Menu

Messaging The Messaging menu allows the user to write a new messag-
B New message es, view stored

B nbox messages from Inbox, Drafts and/or Sent folders and config-
ure settings related to SMS with the following sub menus:

© New Message
Select this to create and send a new message. To create new message:

1. Select New Message by pressing the OK key*.
A SMS editor will be displayed on the Primary Handset screen for
writing new message.

2. Type in your SMS message using the alphanumeric keypad.

3. To send the message, press the OK key* and select Send.

4. Enter the recipient’s phone number, and press the OK key*.
Alternatively you can select Search by pressing the Left selection key*
to select the phone number from the contacts.

Options:
You can press the Left selection key* to select options available when writing the
message.

e Send
Select this when you are ready to send your message.
e Save

Select this to save the message into the draft folder.
e Clear screen
Select this to clear all the written text.
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Tips for writing the text:
e Press the 0 key to add a space.
e To quickly change the text input mode when writing text, press Hash
key* repeatedly and check the indicator at the top of the display:

0 <ABC>: Capital letters

0 <123>: Numbers

0 <abc>: Small letters

0 <Abc>: Initial Capital letter followed by small letters

e To add a number in alphabet mode, press and hold the desired number
key.

Inserting symbols to your message:
e To get a list of special symbols, press the Star key*.
¢ Using the 4-way navigation ring*, navigate to the desired symbol.
e Press Ok key* to confirm selection.

Clearing text:
e To clear text, press Clear key* once to clear one character at a time.

e To clear the whole text entry, press and hold Clear key* to clear the
whole text entry.

© Inbox
Contain new/opened text messages that you have received. When browsing

through the messages list using the 4-way navigation ring*,

Indicates an unread (new) message and

Indicates read (opened) text messages.

The following are available options when pressing the Left selection key* while
browsing through or viewing the messages in this folder:
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The following are available options when pressing the Left selection key* while

browsing through or viewing the messages in this folder:

e Open

Open selected message. You can also press OK key* while browsing

through or viewing the messages in this folder:

e Reply
Select this to reply to the selected message sender.
e Delete

Delete selected message.

{ Note:You can also delete the selected message by pressing the Clear key*.

e Forward
Forward this message to another recipient.
e C(Call
Make a voice call to the selected message sender.
e Save
Save the selected message into the Draft folder.
e Details

Display the details of the selected message.
e Add to contact

Select this to add the phone number of the selected message into the

contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the messages list by pressing the Call/Answer key*.
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Sent

Contain text messages that you have sent. The following are available options
when pressing the Left selection key* while browsing through or viewing the
messages in this folder:

e Open
Open selected message. You can also press OK key* while browsing
through the message list to open the selected message (This option
is not avail able when viewing the message).

e Delete
Delete selected message.

[ Note: You can also delete the selected message by pressing the Clear key*. ]

e Send
Send the selected message to another recipient.
e Save

Save the selected message into the Draft folder.

e Add to contact
Select this to add the phone number of the selected message into the
contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the message list by pressing the Call/Answer key*.

Draft

Contain text messages that you have saved. The following are available options
when pressing the Left selection key* while browsing through or viewing the
messages in this folder:

e Open
Open selected message. You can also press OK key* while browsing
through the message list to open the selected message (This option
is not avail able when viewing the message).

e Delete
Delete selected message.

[ Note: You can also delete the selected message by pressing the Clear key*. ]
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e Send
Send this message to another recipient.
e Save
Save the selected message into the Draft folder.
e Add to contact
Select this to add the phone number of the selected message into the
contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the message list by pressing the Call/Answer key*.

OPTIONS
The following settings are available in this sub menu:

e Message Centre
Select this to set the number of the SMS service centre.

e Save sent message
Select this to enable or disable the saving of sent messages.
When this option is enabled, all successfully sent messages are
saved in the Sent folder.

e Memory status
Select this to view the memory status of the messages.

e Reload Messages
Select this to reload messages from the BDU into the local memory of
the Primary Handset.

DELETE ALL
Select this to clear the messages in a particular folder. Available folder options are:

e All messages
Delete messages in all folders including Inbox, Sent and Draft.
e Inbox
e Sent
e Draft

53



Settings Menu

Settings The Settings menu provides the following sub menus to
é‘ Ciphering mode COﬂfIgure the BDU

e 4% Ethernet

%, Satellite

Ciphering mode
Contain options to enable/disable the use of ciphering mode between the network
and BDU.

Note: Status icon is displayed in the Main Display screen when ciphering is
enabled.

Ethernet
Allow you to configure settings related to Ethernet connection.

e Transceiver IP Address
Specify the IP address of the BDU.
The default IP address of the BDU is 192.168.1.35

e Subnet Mask
Specify the subnet mask of the BDU.
The default subnet mask of the BDU is 255.255.255.0

e DHCP settings
Display the status and settings of the DHCP server.

- DHCP server: Display the status of the DHCP server.

- Start IP address: Display the start IP address of the DHCP server.
Default start IP address is 192.168.1.40.

- End IP address: Display the end IP address of the DHCP server.
Default end IP address is 192.168.1.59.

- Primary DNS: Display primary DNS server address.
Default primary server is 172.30.66.7.

- Secondary DNS: Display secondary DNS server address.
Default secondary server is 172.30.34.7.
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- Lease time
Display the lease time. Default lease time is 60.
Except for DHCP server, the rest of the display settings can be
edited by pressing the Left selection key* or Ok key*s.

Note: Make sure that the format is correct when entering an IP address.
Press the Star key* multiple times to insert the “.” sign.

Satellite
Manage settings related to Inmarsat satellites.
e Satellite selection
Allow you to select the preferred satellite to lock on to.
Default is AUTO where the BDU automatically searches for the best
satellite in view to lock on to.

Note:

Satellites visible to the BDU are marked with *. The BDU will de-register
from the network with all the CS (voice) and PS (data) services terminated
whenever a new satellite is manually selected from the list. The BDU can
only re-register with the network once it has successfully locked onto the
newly selected satellite.

Satellite status
Display current satellite status. The following information is displayed:

- Status
Display status of the BDU. The BDU can be either searching or locked
on
to a particular satellite.

- Satellite ID
Satellite ID that the BDU is currently searching for or locked on.

- Satellite Name
Satellite Name that the BDU is currently searching for or locked on.
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Supplementary
Configure settings related to supplementary services. These settings are applica-
ble to standard CS voice services.

Note: Depending on the network, some settings may not be available or may
prevent other settings from being activated.

The following information is available:

e (Call forwarding
Allow you to configure for call forwarding services depending on
various conditions. The following forwarding conditions are available
for configurations:

- All Calls
All calls are unconditionally forwarded.

- Busy
Calls are forwarded when the BDU is busy.

- No answer
Calls are forwarded when no answer from the BDU for a
specific time.

- Not reachable
Calls are forwarded when BDU is not reachable.

You can press the Left selection key* for options available when browsing
through the list of forwarding conditions. The list of options is:

e Retrieve all
Retrieve network settings of all the listed conditions.

e Update all
Update configured settings of all the listed conditions to the network.

e Cancel all
Deactivate all condition settings.

Note: Operations on this level affect all forwarding conditions and hence it may
take some time to process.
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Pressing the OK key* configures a particular forwarding condition. The following
settings can be configured:

Status: Display active or inactive status of the selected forwarding condition.
Press the OK key* to change the status.

Number: Display number to forward calls to when selected forwarding condition
is active. Press the OK key* to change the number.

Time: Only applicable to No answer forwarding condition. To forward calls to
selected number if call no answer for a specific period of time. Press the OK key*
to change the time.

You can press the Left selection key* for options available when configuring a
particular forwarding condition. The list of options is:

¢ Retrieve
Retrieve network settings of the selected condition.
e Update
Update configured settings to the network for the selected condition.

Note: Always use Retrieve all or Retrieve options to retrieve the latest settings
from the network. Use Update all or Update options to update the network
settings after configurations.

e Call barring
Allow you to configure for call barring services depending on various
barring conditions. The following conditions are available for
activations/deactivations by pressing the key:

- Outgoing calls
Barring of all outgoing calls.

- Incoming calls
Barring of all incoming calls.

- Int. except home
Barring of all outgoing international calls except to home
country.

- Incoming if abroad
Barring of all incoming when roaming.
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You can press the Left selection key* for options available when browsing
through the list of barring conditions. The list of options is:

* Retrieve
Retrieve network settings of the highlighted condition.

* Retrieve all
Retrieve network settings of all the listed conditions.

e Update
Update configured settings to the network for the highlighted condition.

e Update all
Update configured settings of all the listed conditions to the network.

e Cancel all
Deactivate all condition settings.

You will be asked to enter the call barring password when updating the settings to
the network. Consult your equipment distributor if necessary.

Note: Always use Retrieve all or Retrieve options to retrieve the latest settings
from the network. Use Update all or Update options to update the network
settings after configurations.
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e (Call Waiting
Contain options to enable/disable call waiting services.
You can also press the Left selection key for the following options:

¢ Retrieve
Retrieve network settings of the call waiting service.

e Update
Update configured settings to the network.

Note: Always use Retrieve option to retrieve the latest settings from the network.
Use Update option to update the network settings after configurations.

e CallerID
Allow you to configure settings that are related to caller
identifications.

- Setting
Contain options to configure for USA or Europe caller ID type.

e Send Caller ID
Allow you to enable/disable sending of your caller ID to the recipient
when making a call. Default is AUTO where the default network
settings are used. You can also press the Left selection key* for the
following options:

- Retrieve

Retrieve network settings of the waiting service.
- Update

Update configured settings to the network.

Note: Always use Retrieve option to retrieve the latest settings from the
network. Use Update option to update the network settings after configurations.
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Terminal Menu

Terminal The Transceiver menu provides the following sub menus to
® signal strength check for information and perform resets on the BDU:

@D GPS status

Signal strength
Show graphical representation of current signal strength and GPS type. Table
below describes the available GPS type icons used in this sub menu:

(‘;‘_m This icon shows that the BDU is in the process of acquiring a GPS fix when
= there is no previously stored GPS fix.
l;;iﬁw‘l This icon shows that the BDU is using New GPS coordinates.
Ll Stored This icon shows that the BDU is using previously stored GPS coordinates.
GPS status

Show current Latitude and Longitude coordinates, the GPS type and Time of
acquisition on the BDU.

Transceiver Info
Display a list of information of the BDU.

e  Manufacturer: Manufacturer name of the BDU

e Software version: Software version of the BDU

e Model: Model name of the BDU

e |MEI number: IMEI number of the BDU

e  |MSI number: IMSI number of the SIM card

e  Subscriber number: Subscriber’s telephone number

e  Serial number: Serial number of the BDU
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Antenna Unit Info
Display a list of information of the Antenna.

e Serial number
Serial number of the Antenna

Transceiver restart
Soft restarting the BDU

Limited reset

Perform limited reset on the BDU. Apart from full factory reset that is not available
in Primary Handset, limited reset only resets a small portion of the BDU settings.
Stored GPS status, contacts, call logs and event logs are not cleared during limit-
ed reset.

You are also required to key in the password when performing the reset.
The default password is 0000.

[ Note: This password is the same as Terminal PIN. }
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(2] = sIM PIN

Security settings Menu

IR i | he Security Settings menu provides the following sub menus
& Terminal PIN to configure the security settings of the BDU using different

PIN:
B SIM PIN2
&8 SIM lock

$ Service provider

& Corporate

© Terminal PIN
© SIM PIN

There are three options available for selection under each sub menus to manage
the PIN and security settings for the BDU:

e Enable
Enable the selected PIN. Table below summarizes the default PIN
codes for each security setting:

0000
Terminal PIN . . .
Note: Terminal PIN is the same PIN that has to be entered when performing
Limited Reset on the BDU.
Depends on your SIM card. Consult your equipment distributor if necessary.
SIM PIN Note: You have to enter the PUK (PIN Unblocking Key) to access the SIM card

if a wrong PIN for SIM PIN has been entered for three times. You will be asked
to enter the new PIN code once you have entered the correct PUK. However,
the SIM card is no longer usable if you have entered wrong PUK for 10 times.

You will be asked to key in the existing PIN (or default PIN if it has not been
changed) before the PIN can be enabled.

e Disable
Disable the selected PIN. You will be asked to key in the existing PIN
(or default PIN if it has not been changed) before the PIN can be
disabled.

e Change
Change the PIN to a new one. You will be asked to key in the existing
PIN (or default PIN if it has not been changed) before the PIN can be
changed.

{ Note: PIN has to be enabled before it can be changed. J
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Phone manager Menu

HIFIHERUERERE@ The Phone manager menu provides the following sub menus
(1 Y= Display to configure settings that are local to the Primary Handset:

Display
Configure settings that are relatged to Primary Handset display.

e Backlight
To set the duration of the display backlight to remain on.
Settings range from Always On (Backlight permanently turned on),
15 seconds to 1 minute.

Note: The backlight will be slightly dimmer and finally off when there is no
keypad activity after sometime. However, this feature is not available when the
setting is set to Always On.

Tone
Configure tone setting for the standard and ring tones.

e Standard tone

- Key tone
Contain options to enable/disable the key tone.

- Message tone
Contain options to enable/disable the message tone.

- Volume
Configure the volume for the standard tones
(both key and message tones).
Using the 4-way navigation ring*, press up/right to increase
and down/left to decrease the volume.
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e Ring tone

- Tone
Select desired ring tone pattern.

- Volume
Configure the volume of the ring tone. Using the 4-way
navigation ring*, press up/right to increase and down/left to
decrease the volume.

Language
Allow you to change the menu display language.

Factory settings
Allow you to configure default factory settings of the Primary Handset.
Contains the following settings:

e Factory reset
Perform factory reset on the Primary Handset

About
Display a list of information of the Primary Handset.

- Model
Model name of the Primary Handset

- Software version
Software version of the Primary Handset

- Hardware version
Hardware version of the Primary Handset

- Technical support
Web address for technical support

- Copyright
Contain Copyright message
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8. USING THE WEB CONSOLE

8.1 Register to the Network

1. Connect your computer to the FBB BDU using a LAN cable.
2. When the connection has been established, open the web browser.
3. Type http://192.168.1.35 in the Address field and press Enter.

Address | &] http:/{192.168.1.35/

4. When the Login screen appear, type in admin in the Username field and 1234 in

the password field. Click Login.

Username: admin
Password: ssses enabled'

5. Click the Login button.
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The FBB BDU Web Console will appear on your screen.

FB150 N
WEB CONSOLE inmarsat

@ O=28 X

Setup  Phone  SMS Data  Settings I|||| g

Terminal Info ml

Signal: 60.3 dBHz

Temperature:
Normal

GPS:
Latitude: 40°31'58.72" N
Longifude:  3°39'21.41"W
Type: 3D (NEW)
Time: 13/01/24,07:08:49 GMT

Pointing Angle (Visible Satellites):

Azimuth: | 139.82° SE
I-4 EMEA
Elevation: | 34.84°

Registered to Network but no active data connection exists. You are now able to make phone calls and send SMS. Please activate a data connection
before doing any data transfer.

The FBB BDU will automatically register to the network. This process will include
GPS acquisition, satellite tracking and registration with the network, which will
take a few minutes.

Once the process is completed, you will see the following message appearing at
the bottom line of the Web Console.

“Registered to Network but no active data connection exists. You are now
able to make phone calls and send SMS. Please activate a data connection
before doing any data transfer”

Upon successful registration, with all three BDU’s LED indicators lit in green, the
UE will be ready for normal operation.
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8.2 Navigating the Web Console
Menu Overview

@ © = O

Setup Phone SMS Data Settings

Below you can see all of the sub menu tabs, under each icon menu item.

Status/Action Indicators

Y eSTRSYERS
= (@) 2 (=) (&

These icons indicate the status of the FBB BDU.
¢ Orange indicates the item is active.
e Grey indicates the item is inactive.

Setup Phone SMS Data Settings
Terminal Info Phonebook Compose Connection Language
Satellite Selection | Call History Inbox Primary Profiles Terminal Info
Sent Port Forwarding Ethernet
Draft Firewall Telephony
PPPoE PIN
Misc SMS
Settings Tracking
Admin
Support
Accounts
About
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Status Icons

Status Indicator

Description

€S

Circuit Switch Icon

Indicates the Circuit Switch service status (Voice calls,
SMS, FAX).

RS

Packet Switch Icon

Indicates the Packet Switch service status
(Internet Browsing, FTP, email.)

GRS

GPS Icon

Indicates if a new GPS fix is available or not.

I

Tracking Mode Icon

Tracking mode is enabled.
(Icon is not shown if tracking is not enabled.)

These icons indicate the status of the FBB BDU and also function as shortcut
buttons to the respective menu as indicated below.

e Orange indicates the item is active.
e Grey indicates the item is inactive.

Action Status Icons

Status Indicator

Description

o

Logout Icon

Click on this icon to log out from the web console.

b0

Internet Icon

Indicate whether the unit is connected to the internet.
Click on this icon to go to Data menu.

[P

Ciphering Icon

Indicate that ciphering is enabled or disabled.
Click on this icon to Ciphering Menu.

X

New message
received

Indicates if a new message is received and unread.
Click on this icon to go to Inbox Menu. (Icon is not
shown if there is no unread message.)

o»}))

Radio Silence Icon

Indicates if radio silence is enabled or disabled.
Click on this icon to trigger radio silence enable and
disable.
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8.3 Navigating the Web Console

Setup Menu
Viewing Terminal Information

1. Click on Setup icon.
2. Click Terminal Info.

The terminal information tab shows Signal strength, Temperature, GPS Status,
Elevation angle and Registration status.

File Edit View Favorites Tools Help

U Favorites |25+ | @ http://192168.1 35/2pp/in.. | @ http://localhest:88/app...

WEB CONSOLE inmarsa?
@ O= 3 X

Setup Phone  SMS  Data  Settings I||||

Terminal Info ml

Signal: 60.1 dBHz

Temperature:
Normal

GPS:
Latitude: 40°31'58.72"N
Longitude:  3°39'21.41"W
Type: 3D (NEW)
Time: 13/01/24,08:22:21 GMT

Pointing Angle (Visible Satellites):

Azimuth: | 139.82° SE
-4 EMEA
Elevation: | 34.84°

Registered to Network with an active data connection. You are now able to make phone calls and send SMS and data transfer.

Signal Indicates the received signal strength (C/No in dB Hz).
Temperature Indicates the UE’s current operating temperature status.
GPS Indicates the latitude, longitude, type and time of the GPS acquisition.

Indicates the azimuth and elevation angle of the antenna with the

Reigtnganale corresponding satellite in view.
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Satellite Selection

The default Satellite Selection is in Auto mode. In Auto mode, the UE will scan all
the visible satellites and track the satellite with

the most optimum elevation angle or the last used satellite.

Note: Changing the satellite selection will terminate any existing active voice/fax

call or data connections.

Follow these steps to change your satellite selection:

1. Click on Setup icon
2. Click the Satellite Selection to view the visible satellites.
The visible satellites will be displayed for your selection.
It also displays the satellite information that your Antenna Unit’s is locked on to.

m Satellite Selection

| satellite “| Locked onto "l-4 EMEA".
\/ Auto
* |4 EMEA
I-4 Asia Pacific
I-4 Americas
4 2 3

* Satellite is visible

3. Click on your choice of visible satellites.

4. Click the Select button to point the antenna to the selected satellite in exclusive
mode. The satellite selection will be saved, and each time you power up the UE,
the satellite selection choice will remain until you make the next selection change.
The UE will track the newly selected satellite even if the elevation angle is not
optimum.

5. Click Refresh to refresh the Satellite list.

70



Phone Menu

(9

Phone

1. Click on Phone icon
Phone menu provide the following options:

l. PhoneBook

e The Phonebook entries can be stored on the SIM card or the FBB BDU.

e Allows you to view, add, edit and delete entries on your Phonebook list.

e You can make and send SMS messages directly from your Phonebook entries.

FB150 oW |
WEB CONSOLE ek '
@ © = eERe
Setup  Phone Settings IlIII @ { .
View option: All -
Storage Usage: (SIM - 0/250) (Terminal - 0/100)
| Name || Phone no. N

View option
The View option allows you to view the Phonebook entries from the different
storage locations.

From the drop-down menu, select:

All To view the entries stored in the SIM card and FBB BDU.

SIM only To view the entries stored in the SIM card.

Transceiver only To view the entries stored in the FBB BDU.
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Storage Usage

Shows the number for Phonebook entries used in the SIM card and TU locations.
For example: (SIM -2/150) indicates: Storage location — SIM card

Total number of entries used = 2
Total number of entries available = 150

Adding Phonebook Record

MName:

Phone no.:

Save Phonebook record in @ SIM ) Terminal

’ Save “ Cancel]

Adding a new Phonebook entry

Click Add.
Enter the Name and Phone number.
Select the storage location and click Save.

Phonebook Edit

Mame: [Technical Support
Phone no.: +6598201820

’ Apply ” Cancel l

Editing a Phonebook entry

Select the entry from the Phonebook list.

Click Edit.

Proceed to change the Name and/or Phone number.
Click Apply.
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Message from webpage TE

\?2 Are you sure you wank bo remove the selected phonebook record?

[ Ok II Cancel ]

Deleting a Phonebook entry

Select the entry from the Phonebook list
Click Delete.
Click Ok to confirm to delete the entry

73



FB150 User Manual

Sending SMS from the Phonebook

Follow these steps to send SMS from the Phonebook:

1. Select the entry from the Phonebook list.

2. Click Send SMS.

3. The Phonebook console switches over to the Compose SMS console.

ETmr e
Phone no.; +9512345678 Ed 73 /160

Lat:+40.5329E,Long:-3.63595,12/09/12,00:36:35 GMT
ETA PORT SER BOUY 22:3U|

| Send || Save || Clear | Append GPS |
@ Store a sent copy in 5IM

4. Type in the text message and click Send.

Il. Call History
To check history log of calls made and received.

Phonehock ’ Call History

View option: All ~
Phone no. ;
Technical Support e % =
& 006598201820 10710704 03-44:48

[ Send SMS | Delete |

| Refresh
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View option

The View option allows you to view the Call History entries.
From the drop-down menu, select:

All To view the list of the dialed, received and missed calls.
Dialed Call To view the list of dialed calls only.

Received Call To view the list of received calls only.

Missed Call To view the list of missed calls only.

Sending SMS from the Call History list

Follow these steps to send SMS from the Call History list:
1. Select the entry from the list.

2. Click Send SMS.

3. The Call History console switches over to the Compose SMS console.

EEr- e e

Phone no.. +9512345678 g 73 /160

Lat:+40.53288,Long:-3.65595,12/08/12,00:36:55 &MT
ETA PORT SER BOUY 22:30]

[ Send || Save || Clear | Append GPS |
¥ Store a sent copy in SIM

4. Type in the text message and click Send.
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Deleting a Call History entry

Follow these steps to delete a call History entry:
1. Select the entry from the Call History list.

Phanebaok Call History

View optiom: A =
|Phone no. || Time -
[ 0019257987982 12/01/27 22:2434
[ 0015257987982 12/01/27 22:23:13
B 006396227072 1201720 034309
[ 006591468876 12/01/20 03:2941
B 006365095701 1201720 03:28:55
I +6591468876 12/01/20 03:28:18
I +6591468876 12701720 032731

SendSMS || Deletz

2. Click Delete.
3. Click Ok to confirm or click Cancel to abort deleting the entry.
4. Click Refresh to refresh the Call History list.
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SMS Menu

1. Click on SMS icon.
SMS menu provide the following options:

I. Compose
To compose and send text messages.
Simply enter a mobile number, type your message and click Send.

I1. Inbox
Shows the details (Sender information, Message, Date and Time stamp) of all
SMS received.

Ill. Sent
Shows the details (Receiver information, Message, Date and Time stamp) of all
SMS sent.

IV. Draft
Stores unsent messages for retrieval later.
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I. Compose
Composing a New Message

Follow these steps to compose a new SMS:

1. Enter the receiver’s Phone number in the Phone no. field or click the
Phonebook icon if the receiver’s number is listed in the Phonebook.
2. Type the message in the text editor box.

Phone no.: +9512345673 Eg 73 1160

Lat:+40.33208, Long:-3.655%95,12/09/12,00:36:55 GMT
ETA PORT SER BOUY 22:30]

[ Send || Save || Clear | | Append GPS
7 Store a sent copy in SIM

Note: Message is limited to 160 characters (using 7 bit encoded default alphabets)
including spaces between words. But it is limited to 70 characters per message using
Unicode (UCS2) text message (such as message typed in Chinese, Japanese, etc).
For sending a long SMS to another BGAN transceiver, the message is limited to 608
characters (using 7 bit encoded default alphabet) or 266 characters using Unicode
(UCS2) text messages including spaces between words.

If you do not wish to store a copy of the sent SMS into SIM card uncheck Store a copy in
the SIM checkbox. Click Send to send the SMS.

3. Click the Send button to send the SMS.

4. To save an unsent SMS, click the Save button and the unsent SMS will be
saved in Draft.

5. To clear the typed message on the text editor, click the Clear button.
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Il. Inbox

Shows the details (Sender information, Message, Date and Time stamp) of

all SMS received.

[Lscmpese ] nooc [_seni [Lonan |

Storage Usage: (SIM - 3/100%

L] |an ” Message
[ Technical Glad to hear that the vsit i waorking acw.
Support

1 Technical If you are encountering any problem with the unit, kindy try factory reset.

Support

Date
04/10/10 05:49:55
000
04/10/1005:38:12
=000

Refesh

Replying to a SMS

Follow these steps to reply a SMS:

1. Click on a SMS to select it.

The selected SMS will be highlighted in light blue.
2. Click Reply.

3. Click OK to reply with the original contents or Cancel to reply without the origi-

nal content.

Message from webpage E|

\“3/ Da you want reply with the original content?

I OK I [ Cancel

The Inbox console switches over to the Compose console.

4. Enter your reply in the text editor.

5. Click Send to send your reply SMS. The reply SMS will be sent to the recipient.
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Forwarding an SMS

Follow these steps to forward an SMS:

1. Click on a SMS to select it.

The selected SMS will be highlighted in light blue.
2. Click Forward.

The Inbox console switches over to the Compose console.
3. Enter the receiver’s number in the Phone No. field.

4. Click Send to forward the SMS. The SMS will be sent to the recipient.

Deleting a single SMS from the Inbox list

Follow these steps to delete a single SMS from the Inbox list:

1. Click on a SMS to select it.
2. Click Delete.
3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage EI

\?(J Do you wankt reply with the original content?

| ok || cancel

Deleting multiple SMS from the Inbox list

Follow these steps to delete multiple SMS from the Inbox list:

1. Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Inbox list.
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lll. Sent
Shows the detail (Receiver information, Message, Date and Time stamp)of all

SMS sent.

Storage Usage: (STM - 3/100)
Ll " To " Message
[[1 Technical The unit is now working fine after the Factory reset. Thanks

Sopport
[1 +870773999144 Hi mate, pleas= l=t me know your location and your time of arrval at the port bay.

I Raszand Jl Foreard ” Calata ]

Refrash

Resending a sent SMS

Follow these steps to resend a sent SMS (sending the same SMS to the same
receiver):

1. Click on a SMS to select it.

2. Click Resend.

3. The SMS will be sent to the recipient.




FB150 User Manual

Forwarding a sent SMS

Follow these steps to forward a sent SMS to another recipient:
1. Click on a SMS to select it.

2. Click Forward.

3. The Sent console switches over to the Compose console.

Compose_|gbor ] sent_]_prat ]

Phone no - | +6592304077 55/160

Will be& reaching the port in about 15 minutes
from now.

(Sond )(Save ] [Cioar)

[ Store a sent copy in SIM

4. Enter the receiver’s number in the Phone No. field.
5. Click Send. The SMS will be sent to the recipient.

Deleting a SMS from the Sent list

Follow these steps to delete a single SMS from the Sent list:

1. Click on a SMS to select it.
2. Click Delete.
3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage

\?/ Are you sure you want to delete the selected SMS record?

[ o || cancel
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Deleting multiple SMS from the Sent list

Follow these steps to delete multiple SMS from the sent list:

1.Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Sent list.

IV. Draft
Stores SMS saved from the Compose console.

Sterage Usage: (SIM - 71000

] |Tn | Message
[ +H5592201820 Can von send me the lnk where [ can download the latest firrware.
[ +5591256564 Good moming captain. we are about to reach the cast coast bay

Refrazh

Follow these steps to send a draft SMS:

1. Click on a SMS to select it.
2. Click Send.
The SMS will be sent to the recipient.

Sending 5MS B

Sending SMS5 to +6591256564 (1/1)

(T ETEER )

83



FB150 User Manual

Forwarding a draft SMS another recipient
Follow these steps to forward a draft SMS to another recipient:

1. Click on a SMS to select it.
2. Click Forward.
The Draft console switches over to the Compose console.

EEERTTeETR T

Phone no.- | +6592304077 £5/160

¥Will be reaching the port in sbout 15 minutes
Irom now.

EOEDET

[#] Store a sent copy in SIM

3. Enter the receiver’'s number in the Phone No. Field.
4. Click Send to forward the SMS.
The SMS will be forwarded to the recipient.

Deleting a SMS from the Draft list
Follow these steps to delete a SMS from the Draft list:

1. Click on a SMS to select it.
2. Click Delete.
3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage

\".’/ Are you sure you want to delete the selected SMS record?

[ o || cancel
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Deleting multiple SMS from the Draft list
Follow these steps to delete multiple SMS from the Draft list:

1. Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Draft list.

Data Menu

L]

| —
Data

1. Click on Data icon.

Data menu provides the following options:
I. Connection

Il. Primary Profiles

IIl. Port Forwarding

IV. Firewall

V. PPPoE

VI. Misc

VII. Settings

FB150 S
WEB CONSOLE inmarsat

@ O= 83

Setup Phone SMS Data Settings IlIII

Connection
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I. Connection
2. To activate the default profile, click Activate Default Profile. The PDP context will
be activated.

L ONREC TN | Primary Prodiles I Port Fonwsrding I Huewall 1 PPPoE ] Misc ] Settings

User Activated PDP(s]
List of activated POP(=) used for normal internet usage such as: web-browsing, email, FTP, etc.

BEANINMARSAT COM 161 30180 .5 Standard Frnmary POP Cortext

Adlivate Detaik Piofike

When connected, APN and the assigned public IP Address details will be dis-
played. You can proceed to access the Internet and use the related features.

Activate Profile

In progress..

Connection

globe bgan inmarsat com - 1"'"’ 14. 24 205 DlSCOﬂﬂEﬂ (Standajd)

3. To disconnect the data connection, click Disconnect. The PDP context will be
deactivated.

86



1. Primary Profiles

Primary profiles define the connection type.

You can select from a list of profiles to be the default primary profile and con-
nection type. From Profile 7 to Profile 10, you can create your own customized
primary profile.

# Set as default Standard
Profile lame: [Fuasaars Using this connection type you wil be
charged for the VOLUME (kiobytes) of
data used. Use this connection type for
Access Point Name (APN): TCP/P applications, data exchange and
® S BGAN.NMARSAT.COM transfer such as Emai, Internet
o User Defined I Browsing, FTP, ete.
Static P Address APN Username: [

Static IP Address APN Password: I
Piease note that the ‘username’ and ‘password’ stated above are not
those used to login to the WebConsole. They are those provided by your
Service Provider for static IP address subscription. If you do not have
any such subscription or if you are not sure

IP Configuration:
® Dynamic IP Address

© Static IP Address EiETE

Limited Connection:
1 Time
Duration: [ minutes (10~720)
Notification Before Expired:| minutes (0 ~ 8)
! Volume

Traffic Volume: I MB (1~ 1024)

[Update Settings| [Cancel| [Activawe Profie |

4 N
Note: The Standard profile is set as the default primary profile and the default connection

type is standard (this is charged by the volume [in kilobytes] of data used).
.

Profile Name
Change the profile name as desired.

Connection Type
Change the type of connection. By default the connection type will be standard.
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Access Point Name (APN)
By default, the APN from the SIM will be selected.

Follow these steps to change the Access Point Name (APN):

1. Select User Defined.

2. Enter the new APN in the field space provided (e.g. BGAN inmarsat.com).
3. Enter the username and password if required.

IP Configuration

By default, the Dynamic IP Address is selected.

Follow these steps to use Static IP Address:

1. Select Static IP Address and enter the IP Address in the space provided.

2. Check the Header Compression checkbox if it is required to use Header Com-
pression.
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Ill. Port Forwarding

Port Forwarding is a feature for Router (multiple-user) mode.

This feature sets the FBB BDU to direct incoming traffic on certain TCP/UDP port
to a specific port on a local PC (IP Address).

Connection PPrimary ProTies Port Forwarding |

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Follow these steps to add a new forwarding rule:
1. Click the Add button.

' Inceming Port: =

Destination IP Address:

Protocol: TRy

Destination Port: -
Enabled:

2. Enter the Incoming Port number in the space provided.

(For example, the user expecting HTTP traffic, the port is 80).

3. Enter the Destination IP Address.

(For example, the IP Address of the PC that is connected to the FBB BDU).

4. Select the Protocol type TCP (e.g. for HTTP, it will be TCP) UDP.

5. Enter the Destination Port number in the space provided (For example: listening
port of the particular service (for example TCP port 80 for web server) on the PC
that is connected to the FBB BDU).

6. Click Apply to allow the settings to take effect.
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IV. Firewall
By default, the Firewall is disabled.

Firewall Protection Setup

Firewall Protection ©Enabled = Disabled

Update

Enable Firewall Settings

. Navigate to Data>Firewall>Setup to enable Firewall protection.
2. Select Enable.

3. Click Update.

-

FB150 D)

inmarsat

Setup Phone SMS

r———— Y e e e

Firewall Protection Setup

Firewall Protection ]

iEnabled © Disabled

enabled '
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Incoming Rule
To add and define up to 10 rules to allow or reject incoming packets.

[P 1
CTCP CUDP O KHP & AMY

-

e
e
-

O Allow = Reject
-

o) (i)

Mot 1P ASIrenses, POl eeth CBuE O maara BNV
&5 P DA0.0 - 2000 menty ANY IP, Pom (0 - ) maaes ANY Poa
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Outgoing Rule
To add and define up to 10 rules to allow or reject outgoing packets.

Bl IF ASzradsed, Fans wh v 0 saieg ANY.
. P D000 - 20000 means ANY IR, Por 3 - ) st ANY ot

92



DoS Protection
To protect the terminal and the private network against unnecessary DoS attacks
from the untrusted public network by:

a. Block packets with spoofed source IP addresses from public network (protects
against LAND attack and others that use reserved/private source IP addresses).
b. Block broadcast packets from public network (protects against Smurf and
Fraggle type flooding attacks). By default, the DoS is disabled.

connection | prmanypromes | PortForwanding | Fewsat | pepoE | mesc | settings

= B
Status @Enabled ® Disabled

Block packets with spoofed source IP addresses from public network

Block packets from Historical Broadcast addrasses (0.0.0.0/8)

1 Block packets from Unallocated and Broadcast addresses (245.0.0.0/5)

| Block packets from RFC 1218 Class A private addresses (10.0.0.0/8)

| Block packets from RFC 1918 Class B private addresses (172.16.0.012)

| Block packets from RFC 1918 Class C private addresses (152.168.0.0/18)

1 Block packets from Class D Multicast addresses (224.0.0.0/4)

1 Block packets from Class E Reserved addresses (240.0.0.0/5)

: Block packets from Link Local addresses (169.254.0.016)

| Block packets from TEST-NET addresses (152.0.2.0/24)

1 Block packets claiming to be from our own private network

| Block packets claiming to be from UT's public address

I
1|

Block broadcast packets from public network
: Block packets (sent) to limited broadcast address (255.255.255.255/32)
1 Block packets (sent) to public network broadcast address

| Updats |

Port Scan Protection

To protect the terminal from port scanning attacks by blocking packets with illegal
TCP flag or illegal TCP flag combinations from public network (protects against
Xmas scan, NULL scan and similar types of port scanning).

By default, the Port Scan Protection is disabled.

Port Scan Protection

Status oEnabled & Disabled

Block packets with illegal TCP flags or illegal TCP flag combinations from public network
! Block packets with all flags set - XMAS Scan
| Block packets with no flags sat - NULL Scan
Block packets with SN and FIN set
i Block packets with SYN and RST set
Block packets with FN and RST sat
! Block packets with FIN set, but ACK not st
! Block packets with PUSH set, but ACK not set
1 Block packets with URG set, but ACK not set

! o
! i

Updane |
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Service Filtering
To prevent external network accessing the terminal by blocking packets such as
Ping, Telnet, access web console and access to AT command service.
By default, the Service Filtering is disabled.

Connection | Primary Profmies | PortForsssding | Fiwsat | PPPoE | Misc | settings

e
m Status OEnabled = Disabled

Ousgaieg Ruse Select the following service(s) if you would like to block it
@ Ping from External Network

i1 Access webconsole from External Nebweork
-

Adrinbiraior Congol

Administrator Control
To block any keyword in the content of the accessing page.

Filramwaill

Keyword Block

Insoming Fule
o

Block website access based on keywords specified below
Enable Keyword Block &

Enter Keyword: | Add

Blocked Keywordis)

[Part 5can Prolection

Senica Fitering
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V. PPPoE
By default, the PPPOE is disabled.

comen | o | oy L | o e L e [

PPPoE ©Enabled # Disabled

| Update |

Note: Changes only take effect after terminal reboots.

1. Select Enable.

2. Click Update.

3. Once the PPPOE service is enabled, a pop-up message box indicates the
PPPoE service is activated and requires rebooting of terminal for the service to
take effect

VI. Misc
This feature requires the activation of the next PDP to take effect. User has to
enable the VPN Passthrough first then activate the PDP context.

1. Select IPSec or PPTP.
2. Click Update.

connaction | prmanypromes | port Fonvaraing | ruwwas | proe | s | settings

VPN Passthrough
(i IPSec

3. Once the required option is updated, a pop-up message box indicates the the
update is successful. Reboot terminal for the service to take effect
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VII. Setting
You can select the Ethernet mode to be used for data connection.

_connection | Prmarypromiss | portrorvarging | Fwewss | peroe | mesc | settings

Ethernet mode:
@ Router Mode (Single User)
® Router Mode (Multi-User)
# Always On (Auto PODP Context Activation)
Default Primary Profile: Standard

IP Configuration:
i} Use Header Compression
Mote: Changes only take effect after terminal reboots

| Update | | Refresh |

Follow these steps to select the Ethernet mode:

1. Select the desired mode to be used during the data connection:
¢ Router (Single User) is with NAT/PAT disabled.

¢ Router (Multi-User) is with NAT/PAT enabled for multi-user.

Note: You cannot change the Router settings while a Data connection is active, you must
first disconnect your Data session.

2. Check [v] “Always On (Auto PDP Context Activation)” if required.
3. Check M “ Use Header Compression” if you want UDP packet data to be com-
pressed.

{ Note: this change will only take effect from next boot up. J

4. Click Update to allow the selection to take effect.
5. Click Refresh to query the current mode.

96



Settings Menu

s
L

Settings

1. Click on Settings icon.
Setting menu provides the following options:

l. Language
Il. Terminal Info
Ill. Ethernet
IV. Telephony
V. PIN

VI. SMS

VII. Tracking
VIIl. Admin
IX. Support
X. Accounts
Xl. About

l. Language

Select the desired language for the Web Console to be displayed. (Spanish,
Chinese-Simplified and Chinese-Traditional may not be an option that is available
at the time of purchase).

@ Espafiol
@ Dutch
o BFE
oT=H
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1. Terminal Info
This tab shows general information about the UE, Error/Event Logos and Call Logs.

Information

Displays information about the Manufacture ID, Software version, Model ID, IMEI
number, IMSI number (only when a SIM card is inserted), Subscriber number and
Antenna Unit’s serial number.

info | Etnemnst | Tewspnony | Pin | sms | Tracang | nomn | support | accounts | apout

Manufacture II: Addvalue

Software Version: Webconsole Emulator_1.0.1
Hardware Version:

Model ID: Webconsole Emulator

IMEI Number: 3555260300040301

IM 51 Humber: B01112112100154

Subscriber Number: || +871234567

BDU Serial Number: | EB2505A091199359

MAC Address: 20:6A:84:38:CC.BD

ADU:

Logs
Displays event and error logs of the UE.

—
T
— I | '

E
2 F;L"*D“ R AL ey DI oot b e e T
Fee e Jon 27 2012 232513
e _;‘3050“ 2 - 3 UE inifiated a Primary PDP context activation 5[5]
GallDala Usage Fri Tan 27 2012, 22:35:42.
P e L T Ciall has ended
_0200
o FriTan 272012, 232434 T —
_0200 utgo
. FriJan27 2012, 222355 e
_0800
o FriJan 272012, 222313 S
_0800 o
= Fa;.l}a[;: 27 2012, 21:5829 CE e N

4 m v

Deleie Al | | Export Al Loga
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Call Log
Displays the call history including standard voice calls, high-quality / fax calls,
standard data sessions. (By default, Pin is “0000” )

Language Terminal Info

Information

User can retrieve choose to delete or export the CS or PS logs in this menu.

Call Log Type:[C5 7 |

1 +G591132319 Standard Incoming Thu Nov 21 2013, 1005215 000:00:00:14 Normal

2 006591132319 Standard Cutgaoing ﬁnﬂuwﬂ 2013, 105143 000:00:00:12 Nomal

3 +6591132319 Standard Incaming ﬁtﬁovm 2013, 105107 000:00:00:10 Noimial

4 006591132318 Standard Outgaing mqﬂuwﬂ 2013, 10:50:28  000:00:00:11 Nomal

5 +3566347090 High Quality Incaming mlﬁwﬂ 2013, 1044332 000:00:02:18 Nodmial

& 006566347000 High Quality Outgaing ﬁ:":wﬂ 2013, 10040035 000:00:02:11 Hormal

T 006565093975 Standard Outgoing Thu Nov 21 2013, 10:29:38  000:00:04:38 Nommal

& +6591550204 Standard Incoming ﬁg’;wﬂ 2013, 101511 000:00:00:12 Normal -
Ll r

[Expen]

Call / Data Usage
Displays the total call usage and total data usage.
Click clear to reset counter.

Ethernet Telephony

Total Call Usage: 00:00.00 | Clear|
i Total Data Usage: 0 byte Clear
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lll. Ethernet
1. Click Ethernet to view and edit the Ethernet settings.
2. Click Update to allow the settings to take effect.

DHCP
1. Click DHCP to view and edit the DHCP settings.
2. Click Update to allow the settings to take effect.

Language | termicatindo | etnecnet | towpromy | pm [ sms | 1cng | samn | support | sccounts | svout

DHCP: ®Enabled © Disabled
Primary DNS: EE 1-E 1:E]
SecondaryDNS: B B .f .fF

DHCP P Pool Start: fisz .fies .f~ .fo

DHCP P PoolEnd: fisz .fise .f- .5

P Lease Time: ﬁ second(s)

[Upaate |

Mac Address Filtering
1. Click Mac Filtering to view and edit the Mac Filtering settings.
2. Click Update to allow the settings to take effect.

MAC Fitering: ®#Enabled © Disabled
Use: &Reject List © Allowed List
Update

11:22:33:44:55:86 Delele
[ Adg

“Your MAC Address: 98:76:54:32:10:12

3. Click Update to allow the settings to take effect.
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Reject List
All PCs/Laptops will be allowed to access the TU except for those (MAC addresses)
listed in the Reject List.

\ Reject List
11:22:33:44:55:66 Delete
50:2E:5C:EC:0E:CA | Add

Delete All

*Your MAC Address: 98:76:54:32:10:12

Allow List

All PCs/Laptops will be denied access to the TU except for those (MAC addresses)
listed in the Allow List. When selecting this list, at least one entry should be there to
access the TU.

‘ Allowed List
66:5544:33:22:11 Delete
|50:2E:5C:EC:0E:CA | Add

Delete All

*Your MAC Address: 98:76:54:32:10:12
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Static Route

Users can configure the static route to create a new entry route in the router’s
routing table. It allows the network to forward packets to the IP address destination
stored in the routing table.

Destination Netmask Gateway

1.2.3.4 5678 9.01.2

1.2.3.4 5678

1234 SE78

1234 5878 Terminal IP Address
=
dd
"
L2,
=
—
s

Fh'!rnl|,

| mregraage 1 mechang Agmri Saapper]

[t Emm _‘ o 3 5
Destnation:2 |.2 |.2 [.2

Metmask 288 1!!_!! (1] (1]
— B

THE T EEEE

[

Click Add to allow the settings to take effect.
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IV. Telephony

Tracking Accounts |

Langu_age Terminal Info Ethernet 1 Telephony r PIN

Port Configuration Telephone Interface Configurations: US Caller Line ID Phone connected -
Caller ID Update

Call Waiting

Call Barring

Call Forwarding

Call Restriction

Interface

1. Select European Caller Line ID Phone connected or US Caller Line ID Phone
connected from the Telephone Interface Configuration drop-down menu.

2. Click Update to allow the setting to take effect.

Port Configuration
For each of the 3 ports, a choice of the quality calls can be selected. Select your
ideal call quality and click Update.

Primary Handset

Port Call Type | Service Type | Enable External Ringing?
Incoming Call Standard voice call ~ 1 Update
Qutgoing Call Standard voice call ~ Update
Phone Port
Incoming Call Standard voice call * Update
PHONE Port
QOutgoing Call | Standard voice call ~ Update
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Fax Port

For the fax port, if no subscription is made, there will be no choices.

Incoming Call Mone ~ [ Update
FAX Port
Outgoing Call None ~ Update

If fax subscription is made, 3.1 KHz high quality fax call will be available.

Incoming Call 3 1kHz high quality voice/fax call Update
voice/fax call

FAX Port SN =
Outgoing Call | |3.1kHz high quality voice/fax call »| = Update
3.1kHz hiih iual-iii voice/fax call
Caller ID

1. Click Retrieve to get current setting of the Allow called party to see your
number configuration.

2. To change the setting, select Yes, No, or According to network subscription
for the Allow called party to see your number configuration.

3. Click Apply to allow the setting to take effect.
m Terminal Info s Ethernet Telephony PIN mmmmmm
Allow called party to see your number?

O Yes

Port Configuration

@ No
© According to network subscription
Call Waiting
Call Barring [ Reiriows ] [ Apply ]
Call Forwarding
Call Restriction M
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Call Waiting

1. Click Retrieve to get current setting of the Enable call-waiting configuration.
2. To change the setting, select Yes or No for the Enable call waiting
configuration.

3. Click Apply to allow the new setting to take effect.

[ Language [ terminaino T ememet | veiepnony [ pw T sms T sracung T aamn_J_support T accouns J_ avout ]

Interface Enable call waiting?
2 ©Yes
Port Configuration
@ No

Caller D

[ Retrieve ][ Apply

Call Barring

Call Forwarding

Call Restriction

Call Barring
1. Click any individual Retrieve option to get the current setting of the
corresponding scenario in which the calls would be barred.

2. Select the scenario in which the calls would be barred, or deselect the scenario
to disable the corresponding call barring.

3. In the Barring PIN field, input a PIN for call barring setup.
4. Click Apply to allow the corresponding setting to take effect.

5. Clicking Retrieve All will retrieve the current settings of all four call barring sce-
narios at the same time.

6. Clicking Apply All will allow the settings of all four call barring scenarios to take
effect at the same time.

Language | Terminalinfo | Ethernet '| Telephony r piN_| sms | Tracking | Admin | support | Accounts | About
[] Bar all outgoing calls Retrieve Apply
C R [CIBar all outgoing international calls except those directed to the home couniry Barring PIN: Retrieve Apply
[T1Bar all incoming calls when roaming outside the home country Retrieve Apply
[CIBar allincoming calls Retrieve Apply
_ Retrieve All Apply All
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Call forwarding

1. Click any individual Retrieve option to get current setting of the corresponding
scenario in which
incoming calls would be forwarded.

2. Select the scenario in which the calls should be forwarded, or deselect the sce-
nario to disable the corresponding call forwarding setting.

3. In the Divert to Number field, input the phone number where the incoming
calls should be forwarded to (+<country code><telephone number>).

4. If the Divert if not answered option is selected, select from the Divert After
(seconds) drop- down list, the period of time the network should wait before
forwarding the calls.

5. Click Apply to allow the setting to take effect.

6. Clicking Retrieve All will retrieve the current settings of all four scenarios in
which the calls would be forwarded, at the same time.

7. Clicking Apply All will allow the settings of all four scenarios to take effect at
the same time.

Interface | | Divert To Number | Divert After (seconds) | I |

Port Configuration [CIDivert all calls Retrieve Apply

Caller ID [ Divert if busy Retrieve Apply

Call Waiting [CIDivert if not answered 30 Retrieve Apply

Call Barring [C1Divert if out of reach Refrieve Apply
Retrieve All | [ Apply Al

Call Restriction
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Call Restriction

The Call Restriction is only enabled for outgoing call.
There are 2 types of restriction:

1. Phonebook - The user is only able to make outgoing calls from the phonebook list.
2. Call List - In this segment, it further categorised into Allowed List and Blocked
List for the 3 types of telephony functions.

a. Allowed List - The administrator can either enter the telephone
numbers or simply the country and/or area code to limit other users to
make outgoing calls. If the administrator can only enter one number or
country code, users can only call this number or within the country.

b. Blocked List - Similar to the Allowed List, once the number or country
and/or area code is entered, users are unable to make any outgoing
calls through the number or within the country and/or area code
specified in the list.

I. Select Enabled or Disabled to activate or deactivate call restriction respectively.

Il. Select Call List or Phonebook to choose which directory you want to be
restricted by.

Ill. Select Allowed List or Blocked List for each of the 3 ports to choose if that
particular port numbers are the allowed or block list.

Call Restriction: « Enabled - Disabled
Restrict By: o Call List Phanebank

Primary Handset: Uss as o Allawed List = Bloched List

23458 THS0 1023&ETHSO0
123456 TR0 11234567620
223450 TEO 1Z23850TRIO

RJ11 PHONE Port: Use 55 = Allowed List Blocked List

Lora st P 1023456 § 860
1234557830 1123456 TBE0
IZMSETEI] 1223456 TRE0

Rd11 FAX Port: Use as = Allowed Lisi Blocked List

Q7345GTAR0 1023456TES0
123A5ETAAN 11234567890
Ze3AGETRAN 12234567830
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V. PIN
Terminal PIN

1. Click Transceiver PIN to configure the Transceiver PIN settings.

2. Select Disabled if you do not need to set the Transceiver PIN.

3. Select Enabled to set the Transceiver PIN.

4. Enter the PIN number in the Enter PIN filed and click Update PIN.

Follow these steps to change the Transceiver PIN:

1. Enter the old PIN number in the Enter Old PIN field.

2. Enter the new PIN number in the Enter New PIN field.

3. Re-enter the new PIN number in the Re-enter New PIN field.
4. Click Change PIN Password.

The Transceiver PIN is now changed.

<
{ Note: The default Terminal PIN is “0000”

J

Enter PIN:

Change PIN Password:
Enter Old PIN:

Enter New PIN:

Re-enter New PIN:

Change PIN Password
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SIM PIN

1. Click SIM PIN to configure the SIM PIN settings.

2. Select Disabled if you do not need to set the SIM PIN.

3. Select Enabled to set the SIM PIN.

4. Enter the PIN number in the space provided and click Update PIN.

4 1\
Note: The SIM PIN depends on the SIM card. Consult your equipment distributor if

necessary.
- J

N R R I T T N T T T

Terminal PIN SIM PIN

@ Enabled © Disabled

Change PIN Password:
Enter Old PIN:
Enter New PIN:

Re-enter New PIN:

Change PIN Passwaord
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SIM PIN2

1. Click SIM PIN2 to configure the SIM PIN2 settings.

2. Select Disabled if you do not need to set the SIM PIN2.

3. Select Enabled to set the SIM PIN2.

4. Enter the PIN number in the space provided and click Update PIN.

Follow these steps to change the PIN Password:

1. Enter the old PIN number in the Enter Old PIN field.

2. Enter the new PIN number in the Enter New PIN field.

3. Re-enter the new PIN number in the Re-enter New PIN field.
4. Click Change PIN Password.

5. The Transceiver PIN is now changed.

" 1\

Note: The SIM PIN2 depends on the SIM card. Consult your equipment distributor if

necessary.
A\ ry J

ogvge J_rcmmat J_cvuner ] s | e[ s J_scn. | o[ oo, [_pczoms [_sow.]

@ Enabled © Disabled
[suma | T

Change PIN Password:
Enter Old PIN:

Enter New PIN:
Re-enter Mew PIN:

Change PIN Password
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VI. SMS
To change the SMS service Center Address number, enter the new number in the
space provided and click Update.

[Ltongusge | temmnaimo_ |_cnemet_|_iaeprony J_enc | sws | rsckng |_samn_|_support_]_ccouns_|_soou |

Remote Control Service Center Address

@ SIM +870772001799
© User Defined +882161900000

Update

e A
Note: Please contact your distributor or service provider if you do not know the Service

Center Address.
N\ J

Remote control

Select Allow only listed numbers for secure mode, allowing only authorised mobile
numbers to send commands to the BDU.

Select ACK SMS remote command to receive SMS acknowledgement from the
BDU, after sending a SMS command.

Terminal lndo Eiheqmed 5M3 Adimin AcCOunts | Abamit

_ §M5 remote control. & Pllpw anly listed nurmbers O Allw all

Authorized Phone Number ig01234867

ACK SMS remate cammand [

| Update
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SMS Command Syntax
The following SMS commands are supported (case sensitive):

SMS Command Syntax Action
BGAN, CONNECT To establish an IP data connection
BGAN, DISCONNECT To terminate an IP data connection
BGAN, REBOOT To soft-reboot the User Terminal
SMS Acknowledgment
Action Action
CONNECT DT Ok, BGAN,ACK,CONNECT,ERROR
DISCONNECT BGAN,ACK,DISCONNECT,OK BGAN,ACK,DISCONNECT,ERROR
REBOOT BGAN,ACK,REBOOT,OK BGAN,ACK,REBOOT,ERROR

Example of a SMS acknowledgement on successful IP data connection:
BGAN, ACK, CONNECT, OK, “161.30.23.87”

Example of a SMS acknowledgement on unsuccessful IP data connection:
BGAN, ACK, CONNECT, ERROR
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VIII. Tracking

Settings

. Select Disabled if you do not need GPS reporting.

. Select Enabled if you need GPS reporting.

. Select either IP Data or SMS mode.

. Key in the desire frequency in seconds. (The time interval to update the server.)
. Key in the server phone number (SMS mode only).

. Key in the server IP address (IP Data mode only).

. Key in server Port number (IP Data mode only).

. Server Connection type is fixed to TCP (IP Data mode only).

9. Key in the Distance interval.

10. Key in the speed limit alarm.

11. Key in 3 authorized phone numbers (SMS mode only).

12. Key in number of Retries when the alert fails to send out due to unexpected error.

O N Ok~ WN =

e | Temsotto | b | tcpn o J_sis ] vasv [ s o | s |

_ GPS Reporting: © Enabled @ Disabled
Mode: IP Data +
: Tracking ID: E70Q0t

Server Phone Mumber:
Server IP Address:

Server Port:

0
Server Connection Type: TCP
Distance Interval: 0
Speed Limit (Alarm)- 0
Authorized Phone Number (1/3):
Authorized Phone Number (2/3):
Authorized Phone Number (3/3)

Number of Retries: 2 (0 - 255)

km/h
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Geo Fence

1.There are two ways to enter latitude/longitude:
a) Degrees, minutes, seconds.
b) Decimal degrees.
2. Select the desire latitude/longitude format.
3. Click the Add.
4. Select the alarm trigger type:
a)ln
b) Out
c) In and Out
5. Select the type of Geo Fence:
a) Circle (1 points, radius)
) Rectangle (2 points)
c) Polygon (minimum 3 points. maximum 10 points)
6. Key in the Latitude and Longitude values. Click Apply to confirm.

Rectangle Latiude]: 1120601 Edit | Delete | Apply
Longhudel: 103320214
Latitude2: 123 0601
Longitude2: 10354.0214

Add| Delete | Apply

Add | Deletz | Apply

Add | Deletz | Apply
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APN (Access Point Name)

This APN is configured to channel the tracking data traffic unlike the APN de-
fined under DATA> Primary profile which is used for user data traffic such as Web
browsing, FTP, Email etc.

By default, the SIM is selected which mean the APN stored in the Sim card will be
used for the tracking function.

Follow these steps to change the Access Point Name (APN):

1. Select User Defined.
2. Enter the new APN in the field space provided (e.g. BGAN-AU.INMARSAT.COM).
3. Enter the username and password if required.

Access Point Name (APN):

@ SIv BGAM.INMARSAT.COM
=
© User Defined |

Password:

IX. Admin
Change Password
Follow these steps to change the Web Console login Password:

1. Enter the old password in the Old Password field.

2. Enter the new password in the New Password field.

3. Re-enter the new password in the Re-type Password field.
4. Click Update.

5. The Web Console login password is now changed.

Old Password:

New Password:

Re-type Password: r—u
| Update

el
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Firmware Upgrade
Firmware upgrade is to update your FBB BDU with the latest firmware. Please refer
to your respective distributor for your firmware download.

Warning: DO NOT abort the upgrading process or unplug the power of the FBB BDU
during the firmware upgrade process at any time. Doing so will corrupt the existing
firmware loaded onto the FBB BDU.

Follow these steps to upgrade the firmware for your FBB BDU:

1. Download or acquire the new firmware from your respective distributor and save
it in your computer’s hard drive.

Note: Make sure the FBB BDU is switched on and connected to the desktop/
laptop computer using the LAN cable.

2. Select Firmware Upgrade.
Read the Disclaimer message carefully before proceeding with the Firmware
Upgrade.

[l ] tomnaino,_J_cneres | _votonon [ e |_sus [ tackna | s |_support | pccouns T_svou_|
_ Need to reboot in the Firmware Upgrade Mode (Safe Mode). Please do it manually if reboot failed.
o
Disclaimer
Please be informed that firmware upgrading is done at your own risk and the equipment manufacturer will not be held responsible for any
possible malfunction or damage to the system due to upgrading the firmware.
If you encounter any problems or have any questions, please contact the equipment distributor for technical support.
oy
enabled,

3. Click Firmware Upgrade.
The FBB BDU will reboot into Safe mode.

(Note: All LEDs will turn to amber colour and start blinking, which means it’s on Sate mode)

Waiting for Terminal to reboot into
safe mode.

110

The FBB Web console will appear. Re-log in using the provided username and
password.
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e
Note: If the FBB BDU web console didn’t appear, you can manually re-fresh the web

console by clicking the F5 on your keyboard.
(.

p Favoribes _;émp;r,ngz.lss.l.ss,u 9*

4. Browse to the location of the new firmware, select, and click Upload.
5. Firmware upgrade will take approximately 10 to 12 minutes to complete.
6. You will be prompted with the Result: Firmware Upgrade Completed message.

WER CONSOLE

Safe Mode

k03 C217)

(R0 i - R

0B 18274304 - T

1. Click Reboot Terminal to reboot the FBB BDU.

WEE COMNEDLE
Safe Mode

BT AT [ - 0008

Result: Firmwae Upgrade Completed

b b T sl
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Reboot Terminal

If you wish to reboot the FBB BDU, click Reboot Terminal. Click Reboot and wait
for a few minutes to allow the TU to reboot. Refresh your browser to update the
Web Console page after reboot.

guage e 0 erne elepho p g Ad PO ACCo Abo

Click on the button to reboot the Terminal:
Reboot
e

Factory Reset
To perform a Factory Reset, enter the Security code 0000 and click Factory Reset.

-
Warning: All the settings and user data (e.g., Phone Book, GPS, etc.) of the FBB BDU
will be cleared and reset to the default settings. If you do not wish to lose critical
user data such as Phone Book, please use limited reset option available via Primary

Handset.
A\
Language Terminal Info. Ethernet Telephony PIN SMS Tracking Admin Support Accounts. About
[ Lo N R b O Lo A oY ) (L e T [l e
Change Password Security code:
Reboot Terminal

NOTE:
_ Executing "Factory Reset" will reset all of the system configuration settings to default values and clear all user data from the non-volatile memory

(e.g., phone book, call history, call logs, etc.).

Save Settings

To power down the FBB BDU Terminal Unit using the main power switch, it is rec-
ommended to save the recent setting changes. To save the recent changes, click
Save Now.

Firmware Upgrade NOTE:

If you intend to power off the BDU using the main power switch, it is recommended to save the recent changes in settings by clicking on this
button. Otherwise, changes made in last 15 minutes might not be saved in persistent storage memory. If you use the Primary Handset to power off

the BDU, this action is not required.
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GPS Output

By default, FBB BDU Transceiver Unit outputs the GPS data in NMEA format (at
9600bps) via the NMEA 0183 Connector for GPS output. For technician who wants
to diagnose the system, he/she may collect the debug log messages by selecting
Output Debug Log. Since the debug mode is not required for normal users, it is
recommended not to make any changes to this setting.

GPS output

@ Qutput Debug Log (@ 115200bps)
® Qutput GPS Data (NMEA)

® 4300

@ 9600

219200

© 38400

@ 57800

@ 115200

Updste

Ciphering

Enabling the Ciphering option will make the FBB BDU to exchange voice and data
in secure mode by encrypting them over the air. To enable/disable the Ciphering,
select the option Enabled or Disabled respectively and click Update to make the
change to take effect.

Change Password Ciphering @ Enabled @ Disabled

Firmware Upgrade
Update
Reboot Terminal

Factory Reset
Save Seftings

enabled
GPS Output
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Remote access

By enabling the Remote Access option, user can remotely (from shore) access the
terminal’s web console via internet. In order to have a remote access, the termi-
nal should be set in Router Mode ( multi-user ) and a PDP context active. If there
is no active PDP context, the user can activate the PDP context by means by SMS
command.

Language Terminal Info Ethernet Telephony Tracking Admin Accounts

Change Password Remote Access. © Enabled @ Disabled

Firmware Upgrade

Update
Reboot Terminal
Factory Reset

Save Settings

Ciphering

To access the web console remotely, the user has to use the public IP address of
the PDP context.

Port Forwarding

Connechon

User Activated PDP(s)
List of activaled PDP(s) used for nosmal internel usage such as: web-browsing, email, FTP, efc.

161.30.180.5

Prirmary Profiles Secondary Profbes

BGAN.INMARSAT.COM

& hitp:// 161.30.180.5 7 P-BeX

| File Edit View Favoitess Tools Help
| % - |searchweb (3 - N |

E

Username: H
Password: .
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Backup/Restore

Data backup and restore refers to the copying and archiving of data so it may be
used to restore the device settings after a data loss event. Partial backup option is
a time saving method to replicate the same set of setting across different terminals
of the same model.

It is recommended to save the backup data of the terminal in a storage media so
that in the event the there is any loss of data on the UT or primary computer, the
backup files will still be accessible.

Data backup/restore is easy to perform and can save the user a great amount of
time during the event of attempting service recovery after data loss.

There are 2 types of backup options.
1. Full backup — This apply only on the same terminal and not for distribution.

2. Partial backup - It allows distribution of certain settings to many terminals of the
same Model and Firmware version.

To restore the previous backup settings, you may click on Browse to locate the
backup file and restore accordingly.

Backup:
@ Full backup (can only be restore on the same Terminal)
@ Partial backup (able to restore on another Terminal of the same Model)
@ Selective backup
} Port Forwarding

1k
il

Foaboat Tenminal
12 Fireweall
Facry Resst @ System Configuration
Esciup |
Saue Seltings
Restore:
prmv—— Backup package: Mo file chosen

¢
i
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Web
This tab allows user to configure the web access.

- HTTP
For remote access of web console, the user can configure the port number differ-

ent from the default Port number: 80 if user wants to host a web server on the PC
attached to the UT.

- HTTP Redirect
When enabled is selected, a warning message will prompt user to activate PDP
connection before web browsing.

mm Ethernet | Telepnony | Pin | sms | tracking | admin | support | Accounts m
Change Password HTTP

e
Port: 80 (1 ~65535)
HTTP Redirect

Status: © Enabled @ Disabled

GPS Output

Update

Ciphering

Backup/Restore

Feature
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Serial Device

L Note: Port forwarding rule must be configured prior to usage of this feature. J

A serial device server can transfer data between the computer serial port (COM
port) and an Ethernet LAN. The serial device server is configured with a unique
TCP/IP port connection on a TCP/IP network.

After establishing a connection with the serial device via the UT, data transmission
can be monitored through Data Port 9001 locally (through Ethernet) or remotely
(through BGAN network).

Serial Device Server Configurations
From the WebConsole, navigate to Settings > Admin > Serial Device.

TCP/IP settings

e TCP alive check time

This indicates the inactivity timeout (min) after an idling TCP connection is discon-
nected.

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: UT automatically closes the TCP connection if there is no TCP activity
for the given time. After the connection is closed, the UT starts listening for anoth-
er host’s TCP connection. Default is 10 min.

e TCP keep alive time

This indicates the alive time of the connection between the UT and remote PC. If
the user sets the keep alive time as 1 min, every 1 min, the terminal will send an
empty packet to let the remote PC knows the connection is still active.

e |nactivity time

0 min: TCP connection is not closed due to an idle serial line.

1 to 99 mins: UT automatically closes the TCP connection if there is no serial data
activity for the given time. After the connection is closed, the UT starts listening
for another host’s TCP connection. This parameter defines the maintenance status
as Closed or Listen for the TCP connection.

The connection is closed if there is no incoming or outgoing data through the seri-
al port during the specified inactivity time. Default is 0 ms.
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® Max connection

Max connection is used when the user needs to receive data from different hosts
simultaneously. The factory default only allows 1 connection at a time.

Max. connection 1: To open the TCP connection, UT allows only one host to the
specific serial port.

Max. connection 2 to 4: UT allows 2 to 4 TCP connections of the host to open the
serial port simultaneously.

e Command TCP port: 9000 ( user configurable ) — acts as a control port for data
transmission and listen the host to prevent the conflict with other applications.

e Data TCP port: 9001 ( user configurable ) - acts as the TCP port that the data
actually transmits through this port. After establishing the connection, data can be
transmitted in both directions — from PC to port 9001 and from port 9001 to PC.

Serial settings
Users can choose the respective baud rates from 4800 to 115200.

Remote Control

Under the Remote Control section, there is the Host allow list and Host deny list in
the form of IP address/mask (e.g. 10.0.0.1/24). If both lists are empty, it means that
no filtering is done.

® Hosts allow list defines networks from which we accept the SIOSERYV traf
¢ Hosts deny list defines networks from which we deny the SIOSERYV traffic

L Note: The deny list takes place precedence over the allow lists. 1
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Statistics
Display the statistics of the transmitted data to the local and remote PC in bytes.

Language Termmal Info Ethermel Tebophony FiM M5 Trachkang Adman Accounls

Device Serial Server
© Enabled & Disabled

TCP/IP settings ) )
TCP alive check time: o | minutes
TCP keep alive time: o | minutes
Inactivity time: o | minutes
Max data connection: 11 7]
Max control connection: |1 =]
Command port @ Enabled @ Disabled
Command port authentication: © Enabled @& Disabled
Password: [ ]
Command TCP port ]
Data TCP port o
Serial settings
Baudrate: [ag0a « |
Remote Control
. 1
Hosts allow: ._.3|_.._._':._.
O.0.0.0C01
. | 1]
j— — — __'.I'_
. = elE i
Hosts deny: —_— _I —
N Y Y o Y

Note: The deny list takes precedence over the allow lists,

[Update |
Statistics
IP Address | Local | Remote
1234 0 0
2345 0 0
3234 0 0
4234 0 0
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X. Support

Display information of the support telephone number, support email address, Sup-
port URL and Services URL. (The information shown is for sample purpose only.)

Inmarsat Distribution Partner Name: ‘ ALPHA TEST DATA

Phone Number For Support: +442077281653
Support E-Mail Address: BGANTEST1@INMARSAT.COM
‘ Support URL: ‘ http//ISUPPORT.INMARSAT. COM/MMI1T.ASPX

Services URL: hitp /SUPPORT INMARSAT COM/MMIZ ASPX

Xl. Accounts

Select Add to add new user.

1. Select Delete to delete specific user.

2. Select Change Password to change specific user’s password.

_ Users: /10

Change Password|
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9 TROUBLESHOOTING

General LED status

LED behavior Descriptions / Remedial Actions

Off BDU is in power-off state.

Steady amber BDU is powering up.

Steady green BDU successfully powered up.

Steady red System failure during boot up or operation. User action required.

Antenna LED

LED behavior Descriptions / Remedial Actions

Off ADU status is unknown.

Steady amber ADU is powering up.

Blinking amber ADU is calibrating.

Blinking green System is searching for satellite.
Steady green System is locked onto a satellite and ready for use.
Steady red System failure in ADU. User action required.

Network Registered LED

LED behavior Descriptions / Remedial Actions

Off System is not registered to the network. Network service is unknown.

Blinking green Ready for packet data only.

Steady green Network registration succeeded. Full network service available.

Blinking amber Ready for voice only.

Steady red System failure in network registration. User action required.
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SIM Card

Symptons Descriptions / Remedial Actions

e Ensure that a correct Inmarsat SIM card is used.

i:an:nf)?fe detected e Ensure that a SIM card is properly inserted into SIM Card slot.
BDU ¢ Retry by re-inserting the SIM card into SIM Card Slot before

powering up the BDU.

BDU indicates

“Wrong SIM Card” ¢ Ensure that a correct SIM card is used.

GPS Output

Symptons Descriptions / Remedial Actions

Unable to acquire GPS e Ensure that there is no blockage for the antenna.
even after a long time ® Ensure that the antenna cable is secured properly.

No NMEA string output * Ensure that there is a proper connection at the GPS output port.
from the GPS output e Ensure that the GPS output is set to Output NMEA data via the Web
port Console.

PoE LAN Port (RJ45)

Symptons Descriptions / Remedial Actions

¢ Ensure that the Ethernet Cable is plugged into the PoE LAN port (RJ45)
or the standard LAN port (RJ45) correctly.

O L e Check to ensure that the Ethernet Port on your PC / Laptop is working

fine.
Unable to acquire IP e Try to unplug and reconnect the Ethernet Cable.
address. PC shows ¢ Try to reboot the BDU.

“Limited connectivity” e Try to restart your PC/Laptop.

® Ensure that the LAN indication LED is active.

e Ensure that the IP address of the BDU is set correctly.

e Make sure that there is no firewall or proxy settings in your PC/laptop
that prevent access to the BDU.

Unable to ping my BDU
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RJ11 Phone Port for Standard Call

Symptons Descriptions / Remedial Actions

e Make sure that there is dial tone before making the call.

For the case of busy tone,
o Ensurethatthelineisnotengagedbyanyother telephone services.

Unable to make o Ensure that all other telephony devices are hung up properly.

outgoing call i
For the case of no dial tone,

o Ensure that the phone line is connected to the phone port of the BDU.
e Hang up and retry the call again.

e Ensure that the line is not engaged by any other telephony devices.
Unable to receive ¢ Ensure that all other telephony devices are hang up properly.
incoming call e Ensure proper BDU LED states.

e Ensure the phone ports are configured correctly.

® The audio may clip when use with some phones in high volume.

Distorted audio Please lower the volume of the phone in such situation.
during outgoing/ * Please temporarily disconnect any data connection since high throughput
incoming call may affect the quality of the audio.

e Hang up and retry the call again.

Primary Handset

Symptons Descriptions / Remedial Actions

No display/power e Check the DC power supply input to the BDU.
for Primary handset e Check the primary handset is properly inserted to the handset port.

Unable to connect

to the BDU e Ensure the primary handset is inserted to the handset port.

e Ensure a correct number format is being dialed.
Unable to make

. e Ensure proper BDU LED states.
outgoing call

* Hang up and retry to make the call.

e Ensure that the line is not engaged by any other telephony devices.
Unable to receive e Ensure that all other telephony devices are hang up properly.
incoming call e Ensure proper BDU LED states.

e Ensure the phone ports are configured correctly.

¢ Ensure the Primary Handset connector is inserted into the handset port
properly.

® Hang up and retry the call again.

¢ Try to reboot the BDU.

No audio during
incoming/outgoing
call

e | ower the volume of the Primary Handset.

e Please temporarily disconnect any background data connection since high
throughput may affect the quality of the audio.

® Hang up and retry the call.

Distorted audio
during incoming/
outgoing call
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web Console

Symptons Descriptions / Remedial Actions

e Ensure that there is no problem with the Ethernet connectivity.
Unable to access

Web Console e Ensure that IP address is entered correctly.

e Try to refresh the browser after correcting the problem.

e Ensure that correct username and password are used (Password and
username are case sensitive).

Unable to login e Ensure that you do not open more than the maximum Web Console
sessions allowed.

e Retry by closing and reopening the web browser.

Web page does not
seem to be

updated or there are
unexpected errors
occurred.

¢ Refresh the web page.
® Update the web browser to the latest version and retry.

Data Connection

Symptons Descriptions / Remedial Actions

e Ensure you are using a valid APN.

e Ensure that the signal strength is good.
Unable to active

Primary PDP context ¢ Ensure that the PS status icon is highlighted.

e Ensure your SIM card supports PS services.
e Ensure your prepaid credit is not exhausted

e Ensure proper PC/laptop Ethernet settings.
Unable to access

internet after
successfully Primary * Ensure that the PC/laptop is configured to obtain IP address

PDP context activation automatically (DHCP) or with static IP address in the range:
192.168.0.1 - 192.168.254.254

e Ensure no firewall/proxy settings are preventing access to the BDU.

e Ensure feature is enabled via Web Console.
“Always On” feature is

N * A standard background connection has to be manually activated for
not working

the first time after enabling this feature.

Data Connection

Symptons Descriptions / Remedial Actions

Unable to enter safe
mode. BDU continues
to start in normal mode.

e Make sure that the safe mode button (the button besides the SIM card
slot) is pressed and held securely until all LEDs turn into amber colour.

* Make sure that you are using the correct firmware upgrade package.

e Make sure that there is no interruption of power supply during
firmware upgrade.

e Retry firmware upgrade.

Firmware upgrade fails
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Antenna / Satellite Signal Level

Symptons Descriptions / Remedial Actions

e Check any obstruction such as the hull or monkey bridge of the vessel
that may block the ADU’s line of sight.

e Check any interference signal from other electronics devices that are
close to the ADU

Low Signal Strength .
e Check to ensure that the antenna cable is properly secured.

* Depending on the antenna’s location on the vessel, the vessel’s route
may cause the ADU'’s line of sight to be blocked by any structure of
the vessel, depending on the elevation of the satellite.

System fails to power up

Symptons Descriptions / Remedial Actions

¢ Ensure the power switch on the front panel is at “On” position.

® To reset the circuit breaker on the front panel by depressing the lever
of the circuit breaker inward fully and release.

e Check to ensure that the input DC power will have at least +24VDC,
10A or +12VDC, 20A.

No light appear on
BDU LED.

131



FB150 User Manual

Technical Specification

Model Specifications

Intellian FB150 Fleetbroadband Terminal

Dimension and Weight

Standard: 29.9cm x 27.7cm (11.8” x 10.9”) / 3.0kg (6.6 Ibs)

FB150 Intellian i2 Matching Dome:

14.7 x 15in (837 x 38.1cm) / 7.27 Ibs (3.3kQ)
ADU FB150 Intellian i3 Matching Dome:

16.9 x 17.3in (43 x 44cm) / 10.58 Ibs (4.8kg)

FB150 Intellian i4 Matching Dome:

19.7 x 21.2 in (50 x 54cm) / 11.02 Ibs (5kg)

BDU 14.1x 9.8 X 2.6 in (36 x 25 x 6.7 cm) / 8.5 lbs (3.9 kg)
Handset 55x2.2x0.8in(14.2x5.6 x2.2 cm)/ 0.8 Ibs (0.39 kg)
Environmental Conditions

Operating Temperature -25°C ~ +55°C / -13°F ~+131°F

Operating Humidity [ADU]JEN60945,[BDU]95%non-condensingat+40° C
Water Ingress [ADU] IP56, [BDU] IP31

Approvals Inmarsat FleetBroadband / R&TTE / CE / FCC
Warranty 3 Years Parts and 1 Year Labor

Global Services

Voice Digital 4 kbps Voice

Standard IP Up to 150 kbps

SMS Up to 160 characters (3G standard)

FAX Group 3 (via 3.1KHz Audio)

Airtime Service Inmarsat airtime

Frequency Band

Rx 1518.0 MHz - 1559.0 MHz

Tx 1626.5 MHz — 1675.0 MHz

Ch. Width [Rx] 10.5 - 189 kHz, [Tx] 21 - 189 kHz
Power Supply and Consumption

DC Input Range 10 - 32V DC (isolated)

Power (max) 150W @ 10-32V (including antenna)
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Warranty

This product is warranted by Intellian Technologies Inc., to be free from defects in
materials and workmanship for a period of THREE (3) YEARS on parts and TWO (2)
YEARS on labor performed at Intellian Technologies, Inc. service center from the
purchased date of the product.

Intellian Technologies, Inc. warranty does not apply to product that has been
damaged and subjected to accident, abuse, misuse, non-authorized modification,
incorrect and/ or non-authorized service, or to a product on which the serial number
has been altered, mutilated or removed.

It is required to present a copy of the purchase receipt issued by Intellian
Technologies, Inc. that indicates the date of purchase for after-sales service under
the warranty period. In case of failure to present the purchase receipt, the warranty
period will begin 30 days after the manufacturing production date of the product
purchased.

Any product which is proven to be defective in materials or workmanship, Intellian
Technologies, Inc. will (at its sole option) repair or replace during the warranty period
in accordance with this warranty. All products returned to Intellian Technologies, Inc.
under the warranty period must be accompanied by a return material authorization
(RMA) number issued by the dealer/distributor from Intellian Technologies, Inc. and
a copy of the purchase receipt as a proof of purchased date, prior to shipment.
Alternatively, you may bring the product to an authorized Intellian Technologies, Inc.
dealer/distributor for repair.

Additional Terms and Conditions:
The warranty(THREE (3) YEARS on parts and TWO (2) YEARS on labor) is effective only for products

purchased since January 1st, 2017.
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